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Abstract

This paper presents an overview of NASA Langley’s research program in formal methods.
The major goal of this work is to bring formal methods technology to a sufficiently mature
level for use by the United States aerospace industry. Towards this goal, work is under-
way to design and formally verify a fault-tolerant computing platform suitable for advanced
flight control applications. Also several direct technology transfer efforts have been initiated
that apply formal methods to critical subsystems of real aerospace computer systems. The
research team consists of six NASA civil servants and contractors from Boeing Military Air-
craft Company, Computational Logic Inc., Odyssey Research Associates, SRI International,
University of California at Davis, and Vigyan Inc.

Motivation

NASA Langley Research Center has been developing techniques for the design and validation
of flight critical systems for over two decades. Although much progress has been made in
developing methods which can accommodate physical failures, the design flaw remains a
serious problem (2, 3, 4, 5, 6, 7, 8].

A recent report by the National Center For Advanced Technologies ! has identified “Prov-
ably Correct System Specification” and “Verification Formalism For Error-Free Specifica-
tion” as key areas of research for future avionics software and ultrareliable electronics systems
[9]. Aerospace engineers attending the NASA-LaRC Flight Critical Digital Systems Tech-
nology Workshop [10] listed techniques for the validation of concurrent and fault-tolerant
computer systems high on the list of research priorities for NASA.

*This is an updated version of the a paper entitled “NASA Langley’s Research Program in Formal
Methods” presented at COMPASS 91 [1].

1A technical council funded by the Aerospace Industries Association of America (AIA) that represents the
major U.S. aerospace companies engaged in the research, development and manufacture of aircraft, missiles
and space systems and related propulsion, guidance, contirol and other equipment.
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A further motivation for the use of formal methods is the practical limitations of life-
testmg methods to quantify reliability in the ultrareliable domain. Unfortunately, the quan-
tification of reliability in the presence of design faults has been found to be infeasible whether
applied to hardware or software (standard or fault-tolerant) [11]. Therefore the use of non-

statistical method is necessary.

Formal Methods

Formal methods are the applied mathematics of computer systems engineering. There are
many different types of formal methods with various degrees of rigor. The following is a
useful (first-order) taxonomy of the degrees of rigor in formal methods:

Level-1: Formal specification of all or part of the system.

Level-2: Formal specification at two or more levels of abstraction and paper and
pencil proofs that the detailed specification implies the more abstract spec-
ification. . e

Level-8: Formal proofs checked by a mechamcal theorem prover.

Level 1 represents the use of mathema,tlcal logic or a specification language that has a
formal semantics to specify the system. This can be done at several levels of abstraction.
For example, one level might enumerate the required abstract properties of the system,
while another level describes an implementation which is algorithmic in style. Level 2 formal
methods goes beyond level 1 by developing pencil-and-paper proofs that the more concrete
levels logically imply the more abstract-property oriented levels. Level 3is the most rigorous
application of formal methods. Here one uses a semi-automatic theorem prover to make sure
that all of the proofs are valid. The Level 3 process of convincing a mechanical prover is
really a process of developing an argument for an ultimate skeptic who must be shown every
detail.

It is also important to realize that formal methods is not an all-or-nothing approach.
The application of formal methods to the most critical portions of a system is a pragmatic
and useful strategy. Although a complete formal verification of a large complex system is
impractical at this time, a great increase in confidence in the system can be obtained by the
use of formal methods at key locations in the system.

Research Team

The Langley formal methods program involves both in-house researchers and industrial /academic

researchers working under contract to NASA Langley. Currently the in-house team consists
of six civil servants and one in-house contractor (Vigyan Inc.). NASA Langley has awarded
three contracts specifically devoted to formal methods (from the competitive NASA RFP
1-22-9130.0238). 'The selected contractors were SRI International, Computational Logic
Inc., and Odyssey Research Associates. The three contracts are five-year, task assignment
contracts with total spending authority at approximately $2.5M per contract. Another
task-assignment contract with Boeing Military Aircraft Company (BMAC) is being used to
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explore formal methods as well. Through this contract BMAC is funding research at the
University of California at Davis and California Polytechnic State University to assist them
in the use of formal methods in aerospace applications.

NASA Langley’s Research Strategy

The basic strategy of the research effort is to apply existing formal methods to challenging
aerospace designs. This strategy leverages the huge investment of DARPA and National
Security Agency in development of tools and concentrates on the problems specific to the
aerospace problem domain. We have sought to build a strong inhouse research program
as well as use contracts with the leading U.S. formal methods research teams (i.e. SRI,
CLI, ORA) and aerospace industrial teams (BMAC, Draper Labs). In the short term we
are seeking to apply formal methods to critical subsystems. In the medium term we are
designing and verifying a reliable computing platform. Only in the long-term will we seek to
make production-quality verification tools that are easily used by design engineers without
overly specialized, detailed knowledge of formal methods.
The design of a digital flight control system involves two dissimilar activities:

1. design and implementation of control laws
2. design of the fault-tolerant computing platform which executes the control laws

Although these design activities are intimately connected, they require uniquely different
skills. The first activity requires knowledge of feedback control theory and aerodynamics as
well as numerical methods. The second activity requires knowledge of fault-tolerance theory
and computer architecture. Although both activities are essential, we are concentrating at
this time on the second activity. To facilitate the development and demonstration of tools
and techniques to support the second activity, a reliable computing platform (RCP) is being
developed. Also, several tasks are underway to facilitate the transfer of formal methods
technology to aerospace industry.

The Reliable Computing Platform

The Reliable Computing Platform (RCP) dispatches the control-law application tasks and
executes them on redundant processors. The reliable computing platform performs the
necessary fault-tolerant functions and provides an interface to the network of sensors and
actuators.

The RCP consists of both hardware and software components. A real-time operating sys-
tem provides the applications software developer with a reliable mechanism for dispatching
periodic tasks on a fault-tolerant computing base that appears to him as a single ultra-
reliable processor. Traditionally, an operating system has been implemented as an ezecutive
(or main program) that invokes subroutines implementing the application tasks. Commu-
nication between the tasks has been accomplished by use of shared memory. This strategy
is effective for systems with nominal reliability requirements where a simplex processor can
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be used. For ultra-reliable systems, the additional responsibility of providing fault tolerance

makes this approach untenable.
For these reasons, the operating system and replicated computer architecture must be
designed together so they mutually support the goals of the RCP. A multi-level hierarchical

specification of the RCP is shown in figure 1.

Uniprocessor System Model (US)

l
Fault-tolerant Replicated Synchronous Model (RS)

|
Fault-tolerant Distributed Synchronous Model (DS)

I .
Fault-tolerant Distributed Asynchronous Model (DA)

l
Local Ezecutive Model (LE)

1

Hardware/Software Implementation

F 1gure 1 Hlerarchlcal Specification of the Reliable Computmg Platform (RCP) -

- The top level of the hierarchy describes the operating system as a function that sthiénr

tlally invokes application tasks. This view of the operating system will be referred to as the

~ uniprocessor specification (US), which is formalized as a state transition system and forms

the basis of the specification for the RCP. Fault tolerance is achieved by voting results com-
puted by the replicated processors operating on the same inputs. Interactive consistency
checks on sensor inputs and voting of actuator outputs require synchronization of the repli-
cated processors. The second level in the hierarchy (RS) describes the operating system as
a synchronous system where each replicated processor executes the same application tasks.

The existence of a global time base, an interactive consistency mechanism and a reliable
voting mechanism are assumed at this level. Level 3 of the hnerarchy breaks a frame into

four sequential phases.” This allows a more explicit modeling of interprocessor communica--

tion and the time phasing of computation, communication, and voting. At the fourth level,
the assumptions of the synchronous model must be discharged. Rushby and von Henke [12]
report on the formal verification of Lamport and Melliar-Smith’s [13] interactive-convergence
clock synchronization algorithm. This algorithm can serve as a foundation for the implemen-
tation of the replicated system by bounding the amount of asynchrony in the system so that
it can duplicate the functionality of the DS model. Dedicated hardware implementations of
the clock synchronization function are a long-term goal. The LE model is currently under
development. This model describes the actions on each local processor delineating how each
processor schedules tasks, votes results and rewrites its own local memory with voted val-
ues. Of primary importance in this specification is the utilization of a memory management
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unit by the local executive in order to prevent the overwriling of incorrect memory loca-
tions while recovering from the effects of a transient fault. There will probably be another
level of specification introduced before the final implementation in hardware and software is
reached. The research activity will culminate in a detailed design and prototype implemen-
tation. Figure 2 depicts the generic hardware architecture assumed for implementing the
replicated system. Single-source sensor inputs are distributed by special purpose hardware
executing a Byzantine agreement algorithm. Replicated actuator outputs are all delivered
in parallel to the actuators, where force-sum voting occurs. Interprocessor communication
links allow replicated processors to exchange and vote on the results of task computations.
As previously suggested, clock synchronization hardware may be added to the architecture
as well.

The hardware architecture is a classic N-modular redundant (NMR) system with a small
number N of processors. Single-source sensor inputs are distributed by special purpose
hardware executing a Byzantine agreement algorithm. Replicated actuator outputs are all
delivered in parallel to the actuators, where force-sum voting occurs. Interprocessor com-
munication links allow replicated processors to exchange and vote on the results of task
computations. This is illustrated in figure 2.

Sensors

I |
iInteractive Consistencyl
I Distribution Network |

Interprocessor
Communication Link
Processor Processor
Replicate e Replicate
! R
Interprocessor
Tommaunication Link

Aclualors

Iigure 2: Generic hardware architecture.

The Division of Labor

The in-house team at NASA has been orchesirating the effort to apply formal methods to
the RCP. The design problem has been decomposed into several separate activities, some of
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which are being investigated by contractual teams and others by the in-house team. The
efforts are roughly divided as follows:

in-house: system architecture, clock synchronization

SRI: Clock synchronization, fault-tolerance
CLL Byzantine Agreement Circuits, clock synchronization
ORA: Byzantine Agreement Circuits, applications

BMAC: Hardware Verification, formal requirements analysis

NASA In-house Work

The in-house team has concentrated on the system architecture for the RCP. The top two
levels of the RCP were originally formally specified in standard mathematical notation and
connected via mathematical (i.e. level 2 formal methods) proof[14, 15]. Under the assump-
tion that a majority of processors are working in each frame, the proof establishes that the
replicated system computes the same results as a single processor system not subject to fail-
ures. Sufficient conditions were developed that guarantee that the replicated system recovers
from transient faults within a bounded amount of time. SRI subsequently generalized the
models and constructed a mechanical proof in Ehdm [16]. Next, the NASA inhouse team
developed the third and fourth level models. The top two levels and the two new models
were then specified in Ehdm and all of the proofs were done mechanically using the Ehdm
5.2 prover [17, 18] S

Inhouse work is underway to desxgn and 1mplernent a fault-tolerant clock synchronization
circuit capable of recovery from transient faults [19, 20]. The circuit is being implemented
using programmable logic devices (PLDs) and FOXI fiber optic communications chips [21].

Contractual Efforts |

SRI International

The redundancy management strategies of virtually all fault-tolerant systems depend upon
some form of voting which in turn depends upon synchronization. Although in many systems
the clock synchromzatlon function has not been decoupled from the applications (e.g. the
redundant versions of the applications synchronize by messages), research and experience
have led us to believe that solving the synchronization problem independently from the ap-
plications design can provide significant simplification of the system [22, 23]. The operating
system is built on top of this clock-synchronization foundation. Of course, the correctness
of this foundation is essential. Thus, the clock synchronization algorithm and its implemen-
tation are prime candidates for formal methods. The verification strategy shown in figure 3
is being explored. The top-level in the hierarchy is an abstract property of the form:

Y non-faulty p,q : [Cp(t) — Cy(t)| < &

where § is the maximum clock skew guaranteed by the algorithm as long as a sufficient
number of clocks (and the processors they are attached to) are working. The function Cy(t)
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Maximum Clock Skew Property
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Figure 3: Hierarchical Verification of Clock Synchronization

gives the value of clock p at real time t. The middle level in the hierarchy is a mathematical
definition of the synchronization algorithm. The bottom level is a detailed digital design of
a circuit that implements the algorithm. The bottom level is sufficiently detailed to make
translation into silicon straight forward.

The verification process involves two important steps: (1) verification that the algorithm
satisfies the maximum skew property and (2) verification that the digital circuitry correctly
implements the algorithm. The first step has already been completed by SRI International.
The first such proof was accomplished during the design and verification of SIFT [13]. The
proof was done by hand in the style of most journal proofs. More recently this proof step
has been mechanically verified using the Ehdm theorem prover [12]. In addition, SRI has
mechanically verified Schneider’s clock synchronization paradigm [24] using Ehdm[25]. A
further generalization was found at NASA Langley [20)2. The design of a digital circuit to
distribute clock values in support of fault-tolerant synchronization has been completed by
SRI International and is currently being formally verified.?

SRI is currently writing a chapter for the FAA Digital Systems Validation Handbook
Volume I1I on formal methods{26]. The handbook provides detailed information about digital
system design and validation and is used by the FAA certifiers.

Computational Logic Inc.

Fault-tolerant systems, although internally redundant, must deal with single-source informa-
tion from the external world. For example, a flight control system is built around the notion
of feedback from physical sensors such as accelerometers, position sensors, pressure sensors,
etc. Although these can be replicated (and they usually are), the replicates do not produce
identical results. In order to use bit-by-bit majority voting all of the computational repli-
cates must operate on identical input data. Thus, the sensor values (the complete redundant
suite) must be distributed to each processor in a manner which guarantees that all working
processors receive exactly the same value even in the presence of some faulty processors.
This is the classic Byzantine Generals problem [27]. CLI is investigating the formal verifica-

3The bounded delay assumption was shown to follow from the other assumptions of the theory.
3Unlike the NASA inhouse circuit, the SRI intent is that the convergence algorithm be implemented in
software.
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tion of such algorithms and their implementation. They have formally verified the original
Marshall, Shostak, and Lamport version of this algorithm using the Boyer Moore theorem
prover [28]. They have also implemented this algorithm down to the register-transfer level
and demonstrated that it implements the mathematical algorithm [29] and then subsequently
verified the design down to a hardware description language (HDL) developed at CLI [30].
CLI has reproduced the SRI verification of the interactive convergence algorithm using the
Boyer-Moore theorem prover [31]. CLI has also developed a formal model of asynchronous
communication and demonstrated its utility by formally verifying a widely used protocol for
asynchronous communication called the bi-phase mark protocol, also known as “Bi-@-M,”
“FM” or “single density” [32]. It is one of several protocols implemented by microcontrollers

such as the Intel 82530 and is used in the Intel 82C501AD Ethernet Serial Interface.

Odyssey Research Associates .. B

ORA has also been investigating the formal verification of Byzantme Generals algorlthms 5

They have focused on the practical xmplementatlon of a Byzantine-resilient communications
mechanism between Mini-Cayuga micro-processors (33, 34, 35]. The Mini-Cayuga is a small
but formally verified microprocessor developed by ORA. It is a research prototype and

has not been fabricated. The communications circuitry would serve as a foundation for a

fault-tolerant architecture. It was designed assuming that the underlying processors were

synchronized (say by a clock synchronization circuit). The issues involved with connecting-
the Byzantine communications circuit with a clock synchromzatlon circuit and verlfymg the

combination has not yet been explored. -

Another task that has been started with ORA is to apply thelr Ada verlﬁcatlon tools to
aerospace applications. This effort consists of two subtasks. The first subtask is to verify
some utility routines obtained from the NASA Goddard Space Flight Center and the NASA-
Lewis Research Center using their Ada Verification Tool named Penelope [36]. This subtask
was accomplished in two steps: (1) a formal specification of the routines and (2) formal-
verification of the routines. Both steps uncovered errors in the routines [37]. The second
subtask was to formally specify the mode-control panel logic of a Boeing-737 experimental
aircraft system using Larch (the specification language used by Penelope) [38].

A joint project between ORA and Charles Stark Draper Laboratory (CSDL) has been
initiated. The CSDL has been funded by NASA Langley to build fault-tolerant computer.
systems for over two decades. They have recently become interested in the use of formal
methods to increase confidence in their designs. ORA has formally specified an important
circuit (called the scoreboard) of the Fault-Tolerant Parallel Processor (FTPP) [39] in Cal-
iban [40]. Work is currently underway to formally verify the circuit.

Boeing Military Aircraft Co.

The Boeing Company has been sponsored by NASA Langley to develop advanced validation
and verification techniques for fly-by-wire systems. As part of the project, Boeing is exploring
the use of formal methods. The goal of this work is two-fold: 1) technology transfer of formal
methods to Boeing, and 2) assessment of formal methods technology maturity.
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NASA Langley has been involved in a cooperative research partnership with Boeing to
facilitate the acceptance and adoption of this high-risk, high-payoff technology by Boeing.
The first step was to demonstrate that formal verification of “real” hardware devices is, in
fact, feasible. The first Boeing tasks concentrated on applying the HOL hardware verification
methodology to a set of hardware devices. With the assistance of a subcontract with U. C.
Davis, Boeing verified a set of hardware devices, including a microprocessor[41], a floating-
point coprocessor similar to the Intel 8087 but smaller[42, 43], a direct memory access (DMA)
controller similar to the Intel 8237A but smaller[44], and a set of memory-management
units[45, 46]). U. C. Davis also developed the generic-interpreter theory to aid in the formal
specification and verification of hardware devices[47, 48, 49], and a horizontal-integration
theory for composing verified devices into a system[50, 51, 52, 53].

After demonstrating the feasibility of verifying standard hardware devices, Boeing was
ready to apply the methodology to a set of proprietary hardware devices being developed
inhouse for use in a number of aeronautics and space applications. NASA sponsored a Boeing
engineer to work with the Processor Interface Unit (PIU) design team to formally specify
and verify the device. Although the NASA contract with Boeing will end in F'Y93, Boeing
has already capitalized on the NASA program and has started their own IR&D effort, to
continue applying formal methods to the set of devices.

The cooperative research effort with Boeing has helped NASA Langley to assess the
maturity of formal methods technology with respect to state-of-the-practice digital flight-
~ control systems. First, Boeing was tasked to analyze the suitability of the VIPER chip for
application to digital flight controls and to assess the design/verification methodology used
on the VIPER[54]*. The generic-interpreter and horizontal-integration theories developed at
U. C. Davis provide models to guide the specification and verification of hardware devices.
Application of formal methods to the PIU has demonstrated that formal methods can be
practically applied to the digital hardware devices being developed by Boeing today and has
given NASA insight on how to make the process more cost effective.

Work is also progressing on a methodology for formal requirements analysis for aircraft
systems[58, 59]. This work, being performed under a subcontract to California Polytechnic
State University, includes development of a Wide-Spectrum Requirements Specification Lan-
guage (WSRSL) and prototype tools to support the language. A set of requirements for an
Advanced Subsonic Civil Transport (ASCT) developed by a Boeing engineer under previous
NASA funding is being rewritten in WSRSL to demonstrate the use of the language and
toolset. Since WSRSL is a formal language, the specification can be formally analyzed for
syntactic correctness, completeness, and consistency. NASA Langley is currently evaluat-
ing WSRSL as a candidate requirements specification tool for the fly-by-light /power-by-wire
project. Future plans include possible development of an automatic translator to Ehdm (SRI
International’s theorem prover) to facilitate verification of functional correctness as well.

ANASA Langley has just completed a 3 year Memorandum of Understanding (MOU) with the U.K.
Royal Signals and Radar Establishment (RSRE) in formal methods. The MOU focused on the VIPER
microprocessor and the verification methodology used in its development. Computational Logic Inc. and
Langley inhouse researchers also performed assessments of the VIPER project[55, 56, 57].
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NASA FM Repository

An anonymous FTP account has been set up at Langley to make the research results readily
available. Formal specifications, research papers, and other useful information will be stored
in machine-readable form. To access this repository, one must issue the following command:
“ftp airl6.larc.nasa.gov”. One then supplies “anonymous” as the user name and his FTP
address as the password.

Summary

Although the NASA program covers a wide-spectrum of theoretical and practical problem
domains, it is strongly focused on the goal of designing a fault-tolerant reliable computing
base which can support real-time control applications. Much progress has already been made

in applying formal methods to critical su subsystems 'such as clock synchronization, Byzantine
agreement, voting, etc. The challenge ahead is to integrate all of these activities to accom-
plish a complete verification of the total RCP system and to continue the transfer of this
technology to the aerospace industry.
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LANGLEY FAULT-TOLERANT DIGITAL SYSTEMS
HISTORICAL PERSPECTIVE

CA. 1972 ARCS F-T SYSTEM DESIGN
CARSRA , RELIABILITY ANALYSIS
SIFT F-T COMPUTER
FTMP F-T COMPUTER
CARE il RELIABILITY
LIC SOFTWARE S/W ERROR ANALYSIS
IAPSA F-T DFCS DESIGN
SURE/ASSIST RELIABILITY ANALYSIS
.CA. 1992 AIPS DlSTRIBUTED F-T SYSTEM

ULTRARELIABLE DIGITAL AVIONICS

CONTROL SYSTEMS BECOMING THE PRACTICAL EQUIVALENT OF PRIMARY
STRUCTURE

. U.S. FAR 1309-1 Requires P(fail)<1 0 for statistical compliance
. Reliability can't be estimated to this level
. Experienced engineering and operational judgement used for compliance

FAULT-TOLERANT DIGITAL SYSTEMS ARE NECESSARY FOR PRACTICAL
REALIZATION OF ADVANCED CONTROL

. Analog functionality insufficient for advanced control
. Analog too high in size, weight, power

. Digital system components not adequately reliable - use redundancy to
increase reliability
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FORMAL METHODS FOR
FLIGHT-CRITICAL SYSTEMS

« The only sclentifically satisfactory approach to aspects of the
digital validation process is through reasoning

. Formal methods may become important sooner than is
commonly supposed in the aerospace community

« SVMB has put an emphasis on formal methods

. Induslzry/FAA focus Is essentlial feature of our formal methods
work" AR
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Why Formal Methods?

Ricky Butler

System Validation Methods Branch
NASA Langley Research Center
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Survey of State—of-Practice
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Survey of State-of-Practice:
Formal Methods in Industry

Dan Craigen
ORA Canada

danQora.on.ca

NASA Langley, Virginia
11 August 1992

Purpose, sponsors and researchers

s To provide an authoritative record on the prac-
tical experience to date.

¢ To better Inform industry and government
bodies developing standards and regulations.

e To provide pointers to future research and
technology transfer needs.

~ e Value added: Case studies and analysis.

62

Overview of Presentation

o Purpose, sponsors and researchers.

e Method for conducting survey.

Cases; An overview.

Example case: TCAS.

Example feature: Tools.

Observations.

Purpose, sponsors and researchers

e AECB, NIST, NRL.

e Dan Craigen, Susan Gerhart, Ted Ralston.



Method for Conducting Survey Process

Initial questionnaire.

l.iterature review.

Structured interviews (Second questionnaire).

Raw notes, case report, review.

Review committee.

Method for Conducting Survey

Analytic framework

Product features.

Process features.

FM R&D summary.

Key events and timing.

63

Method for Conducting Survey

Questionnaires

s Initial questionnaire and structured interview

e Organizational context.

e Project content and history.

o Application goals.

e Formal methods factors.

e Formal methods and tool usage.

e Results.

Method for Conducting Survey

Product Features

e Client satisfaction.

e Cost.

o Impact of product.

o Quality.

s Time-to-market.



Method for Conducting Survey

Process Features

s Cost.

Impact of process.

e Pedagogical.

Tools.

Method for Conducting Survey

FM R&D Summary

o Methods: specification; design and implemen-
tation; validation and verification. [uses]

e Tools: language processors; automated rea-
soning; other tools. [tools]

e Recommendations to FM community. [needs]

11

Method for Conducting Survey

Process Features

e Design.

o Developing reusable components. -

Using existing reusable components.

o Maintainability.

o Requirements capture.

o V&V.

10

Method for Conducting Survey

Key Events and Timing

e Starter.

¢ Booster.

e Status.

12
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Cases: An Overview

e CASE
— SSADM toolset; commercial; 7.
— 340pgs Z/English;, 550 schemas;

37KLOC obj. C; 16.5 lines/day

o CICS

— Transaction processing; commercial;, 7Z;

PS/2 tools.

— 268KLOC new/modified code;
S50KLOC traced to 2 specs;
9% improvement in cost;

60% reduction in APARS.

Cases: An Overview

e LaCoS

— Engine management and a distributed con-

troller: ESPRIT and commercial;
Raise [Method].

e Multinet Gateway

— Network security; NCSC; GVE, etc.

— 10pgs math; 80pgs Gypsy; 6KL.OC OS.

e SACEM

— Automatic train protection system; safety
critical and RER; B, Hoare triples; B tool.

— 9KLOC verified code; Total of 315,000 per-

son hours.

15

cases: An overview

o Cleanroom

— COBOL structuring and Attitude control;
commercial and government;
functional specs. and testing. [Method]

— BOKL.OC: (20KLOC reused; 18KLOC
changed; 34KLOC new)

— 34 lines/day; error rate of 3.4/KLOC
(1/20th industry average).
e Darlington

— Shutdown system; regulatory; A-7 style and
program function tables.

- SDS1: 1362L0C Fortran; 1185L0C As-
sembler
SDS2: 13KLOC Pascal (77).
14

Cases: An Overview

e TBACS
— Smartcard security application; security, FDM.

— 300 lines of FDM; 2500lines of C.

e Tektronix (oscilloscope)

— Reusable software architecture; commercial;
Z; Fuzz.

— 200KLOC of code; 15pgs of Z specs (twice).

o TCAS

— CAS Logic and surveillance; regulatory; state
charts with DNF tables.

— 7TKLOC of pseudocode; specs about the
same size.

16
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Cases: An Overview

« Transputer

— T-800 FPU, VCP; commercial; Z, HOL,
mathematics.

— FPU: 100pgs Z; 4KLOC Occam; VCP about
108 states.

o HP-AIB

- real-time data-base; commercial; HP-SL.

— 55pgs HP-SL.; 1290 lines of spec and design;
4390 lines of code.

17

TCAS

e Players: RTCA Inc. (SC 147), FAA, UC Irvine,
Mitre, Lincoln Labs.

o Interview profile: Leveson, Nivert, Lubkowski,
White.

o CAS Logic and surveillance system.

e 7 KLOC pseudocode.
Q 700 pages English description. [Terminated]

e Loss of intellectual control.

19
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Example case: TCAS

Traffic Alert and Collision Avoidance System.

TCAS L II, 1L

Congressional fiat (1993).

¢ Grand Canyon collision.

Time span from early 80s. Leveson in June
1990.

18

TCAS

e FM for safety analysis. 7[n§6del checking and
automated deduction]”

e Statecharts.

e DNF tables for conditions.

. lr:terrartionr on n:otattfoh. o

e Strong support from SC 147 and industry.

e Currently at IV&V [15 pys over 8 months].

20



Product features

Client satisfaction i

Cost n/a
Impact of product n/a
Quality n/a
Time to markel n/a

General process features

Cost n/a
Impact of process +
Pedagogical +
Tools n/a

Specific process features

Design +
Developing r. comp. n/a
Reusing r. comp. n/a
Maintainability n/a
Reqts. capture +
V&V n/a

21

TCAS (R&D)

Uses: Mod. to Statecharts

— Concurrency as parallel state machines.
— Tabular notation.

— Specs. reviewable and IV&V.

— CAS Logic from pseudocode and English.

23

TCAS (Key Events)

s Starter: FAA seeking better rqts. for depioyed
and troublesome system; Leveson looking for
demo project.

e Booster: SC 147 willing to accept new ap-
proach; Readable notation.

s Status: CAS Logic formalism and pseudocode
in IVV. Surveillance logic current.

22

TCAS (R&D)
e Tools: LaTeX.

e Necds:
— Safety analysis tool.
— Automated deduction and model checking.
— Well-formedness checker.
— Foundational issues.

o Conclusions: successful transition and applica-
tion.

24
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Tools (Usage)

CASE (SSADM): Prototype Z parser and type-
checker.

CICS: PS/2 based toolsuite w/ editor, type-
checker, semantic analyser (Z).

Cleanroom: Editors, waste paper basket.
Darlington: Microsoft Excel.
LaCoS: Raise toolset.

Muitinet: GVE, Extractor,

Tools (Needs)

CASE (SSADM): schema expander, enhanced
editor, browsing and X-ref.

CICS: schema expander, semantic analyzer (for
all Z), configuration management.

 Cleanroom: Extracting and tracking verifica-
tion events.

Darlington: automated deduction, POG, book-
keeping.

e LaCoS: Experience with automated reasoning
tools.

27

68

Tools (Usage)

s SACEM: B.

TBACS: FDM, scrolling, pencil and paper X-
ref.

Tektronix: Fuzz editor, typechecker and pretty
printer.

TCAS: LaTeX.

Transputer: Occam transformation system, in-
house refinement checker.

HP: HP-SL syntax checker.

26

Tools (Needs)

Multinet: Better automated deduction, improve-
ments for industrial scale, soundness, better
notation. L

SACEM: Better integration with other V&V.

TBACS: Better interface; large expressions and
many proof steps.

28
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Tools (Analysis)

Did the formal methods tools help or
Tools (Needs) hinder the development of the product?
Were the tools reliable?
e Tektronix: schema expander, refinement proof
tool, pre-condition calculator. CA CI CL DA LA MG SA TB TE TC TR HP
- 4+ 0 nfa 0 0 + + - mnfa + 0

e TCAS: safety analysis tool, aulomated deduc-
tion, language checker, soundness. e Not a large role (lack of tool support).

Problems due to newness and primitiveness.

o Transputer: refinement checker for large state
SPACces.

Need for language checkers, bookkeeping.

e HP: Language checker and better notation (not

. :
ambitious!). e Don't be too ambitious.

e Automated deduction in critical applications.

29 30

Observations
Observations
Formal methods
Features:

e Methods: state machine; lst-order predicate

e Definite positive influence on design, require- . - .
P 9 q calculus: reviewability; complete refinement.

ments, V&V, and pedagogical.

s Tools: Language processors; bookkeeping;

e Positive influence on ‘impact on process’ and .
browsing; x-ref.

quality.

e Needs: Integration with other V&V; concur-

e Neutral on cost. - .
rency and timing; lower barriers of entry.

3 32
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Availability of Report

e Availability within 2-3 months.

¢ Send email to dan®ora.on.ca, or mail to:

Dan Craigen

ORA Canada

265 Carling Avenue, Suite 506
Ottawa, Ontario K15 2E1
Canada

33
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Formal Modelisation

Susan Gerhart
National Science Foundation
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Modelisation

Sure you've proved it correct,

but what does the system REALLY do?

Susan L. Gerhart
sgerhart@nsf.gov

Subjects:

The SACEM Case
{continued from Dan Craigen's presentation)--
how FM was embedded in an industrial process

Issues of "modelisation”

SACEM:
Train control for the Paris Metro

The Job:
Shorien the train intervals 1o 2 minules lo avoid a new Paris line
nd
sonvincc the Pans Transit Authority the system was sale

uid up an international businass in sale lrain control systems

Who:
GEC AlsthomyMatra/CSEE + Panis Transit Authority

The Process:
19708 ..o eerrrerre..20CIIRD had 10 QO With new soltware and
hardware
Explored lault tolarance, discovered prootf of correctness lachniques,
did salety studies
1980s built p

verified code one way,
found new way 10 specily and veriy,

worked with authorities to demonstrate safety,

brought on-lina

1990s .. o 1strated capability or; other systems,
commercializing tools used in lhe pIoTOSS

The Results:

Venficanon was dernonstrated as an addilion lo simulation, without
excess cost ang with significant added assurance.

Specification and modefisation maiured and an industnal process
was defined

72

Software Engineering for a
"Formal Methodist”
Requi Math ical model of the sysiem fhal aflows
propesty exploraton

...."lhe sysiem™ expressed in mathumahcal
notations

Operation decomposilions and data
refinements

implementation ...........Code + Assertions + Assumpuons

Validati Spec. E or proots of properties

Vaerification .................. identification and discharge of correctness
obligations

Documentation............... Prose and diagrams that go wilth the
mathematical notation

Life Cycle ....... w361 the specification righl and agreed upon

Background Point of View

SACEM System

Sately Curve 5
I ] ] Lo
' i 1 L
Tram “A” Tian *B°

Challenges:
« Different kinds ol “roling stock” to detect.
some protected andrsome not

Varialions in irack-beacon lechnology, lunnels & nvers,
+ Getting the train “home” when it's system does lail

« Encoded single-processor (rather than complex synchronized
muiti-procassor) - as lad-safe as possible

R



SACEM lessons for Formal Methods

An industrial process has been put in 'place that is evolving
toward
Undersiood and documanted
Measurod and predictable
Rogardod as cost-utluctive
Tool supportud
Probably comparable lo MoD 0055

Many techniques can play togsther,
{although not in concert yet)

SADT lor graphical system decomposition and analysis

FSM (Graphcet) simulator

Hazavd analysis

Operational scanarios (600 of them)

Real-time design simulation

Prololypad system

Code venfication & spacificalion relinement
Technology Transfer problems could be overcoms

A manager undarstood and stuck with it

The customer was educated (and did their own (hing)

Provwig could ba crodibly compromised

Moduli will holp synthusize their rosults

Modellisation

The process of getting all the stakeholders to understand
and agree that the working description conveys the
intended system. Subsumes requirements analysis,
mathematical modeling, etc.

In SACEM,

Tracks, rains, beacons, encoded mprac, ..
Salety pnnciples
The description notation itsulf
The p of using the descripti
Problems encountered with modelisation in SACEM:

Laborious code description disconnocted from “the theorem®
[of y diflicult to express in top level modot

Diferant ruprosentations, differant analyses waro used for
assurance (see

Many kinds of system vigws: cortiflor, ralway swilching,
micropracussor developer, lormal vuritior

Rulinements were OK, bul thura wWas a code gap (now
genorated)

73

SACEM Background

maintlained spec oulermost  guided by design
vwvv refined down vvw
until too detaded

aasaghsyactod up A

Tiniieo sophisicated

maintained code __innarmost Iouﬂowmg headars, not body

Total: 315,000 hours (V&V = 1.5x Development)

format proot 324%
module tusling 20 1%
functional tosting 25 9%
re-speacilication 21.6%

Validation Effort

Tiain Tiack

Number of procodures proven formally: m 21
Number of procadures covered in som globultests 120 33
Number of procodures lasted semi globalty 79 67
Number ol procaduras lested globally 180 167

Carry-over from Requirements
Analysis

Given a language and tools, how do gou express the
requirements and model the system

Translate English and diagrams to sets, logic, etc.
and translate back and forth, but

how da you read and check thuse?
what diagramimalic techniques maich FMs?
CORE, JSD, GIST, SADT etc. provide:

daed sysiem rep

ways (o get dillorent viewpoinis

" PR
s q

Sohware process modeling offers:

Guidofines lor uss

Basig for data collection arnd uventual maines
Opportunitios for iegration, v.g will {ewting
Busic appoarance of nianaguabildy




Modelisation Process

identification

Enulies

Constraints among enlilies

Operalions and iheir p
Representation

Entities become values of a type

Types must be defined to construct, rnoaly ‘and exarmine their
contants S

Hepiesemation issues are idered, ¢.g. ordering, d
primitive types, altnbutes

Additional properties of the data types from regquiremenis
Operations defined with their parameéters
Restrictions are expressed as pra-conditions

its effects are defined in terms of parameter vaiues before and
after execution

Syslem invanams are lormu(aled hom praparties thai the system
15 required or expecled to have

Ivariants are proved by induction:
(And a collection of definitions is built up)

SACEM Cass S

"Complete application o

Shows us potential for mtegratlon ol FMinto broader
system engineering

Displays interaction of problem domain and formalization
Modelisation

Process aspect fo add fo FMs as fanguages & tools

Integration of standard computer science with application
domains - nmimm e i

" Challe to FM Vendors:
wc';ite WIT yOUur process model
an o

show how modefisation | peribrmed

The limitations of the model are identified, e.g.
Omilted operations or data detads

Implicit definilions

A pl about ihe op g envHoNManmt
{system and users)

Degree of concurrency expressed

Reliability of communication media

Pldormm 1050U7CH, and sBcurily requirements thal must be
_met by the implementation

A plan for using the model is developed 8g.

Identifying the riskiest or least understood part lor further
analysis or refinement

Mteralion toward more éxtensive mbdels
Formal proof of properties of the mode!

Vafdation, .¢. by

Prototyping trom Ihe mode!

Reviews, inspactions, and offier peer anaiyses
Animation of the modet

Scenarios to stimulate resp from ¢ 5

[ ERTRC Lo




Formal Methods Technology Insertion
Into FTPP

Rick Harper

Charles Stark Draper Labs
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TASA Formal Wethods Workshop T Y113 August 1992 T TASA Format Methods Workshop 11-13 Augus! 1992
Formal Methods Technology Fault Tolerant Parallel Processor
Insertion into the FTPP 7 (FTPP)
Objective: ] High-throughput high-reliability/availability

Use formal specit compute( for harfl real-time applications

critical FTPP hardware and software Uses many Processing Elements (PEs} in
componafits to reduce the incidence of parallel for high throughput
common-mode Tallures due 1o specification i e r
and implementation errors

ation and verification of

Uses redundant PEs for high reliability

Tolerates arbifrary Tailire manifestations

Formal methods do not help avoid many sources ("Byzanfine Resilient”)

of common-mode failures

Designed primarily to tolerate uncorrelated

environmentally-induced faults: EMI, hardware Taulis

radiation, heat, water, corrosives, sand (!)

P in A
Formal methods are not the only solution to rogrammed in Ada

common-mode fault avoidance, removal, and
tolerance B

Mature components, slandards compliance,
design automation tools, ruthless persecution
of complexity, conservative design practices,
simulation, testing, various CMF

deiec!ion!recovery mechanlsms

HAGE Foras ot ods Workshoy | (1.93 el Y987 X NAGA Formal rnils Wetanip T1-13 August 1992 T ¥
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Fault Tolerant Parallel Processor
(FTPP)

Can trade throughput (parallelism) for
reliability (redundancy) in real-time

Can be dynamically reconfigured to optimize
mission reliabllity and availability

Supports mixed simplex, triplex, and
quadruplex redundancy

Allows heterogsneous processing resources
Parallelism = transparent to programmer

Fault tolerance ~ transparent to programmer

NASA Formal Methods Workshop 11-13 Augusi 1892 §

Cluster 3 (C3) FTPP

Third-generation FTPP

Processing Elements
Support 3 to 40 PEs per clusler

680x0s, 809608, MIPS R3000s, i860s, or
pspazt signal processors

Network Elements B
100 Mbit/sec fiber optic interchannel links

facllitate fault containment and physical
dispersion

Standard bus interface to Processing
Elements

Soltware

XDAdaT™-based operating system with
CSDL extensions )

WASA Formel Weinods Workshop T1-13 Auguet 1993 b

77

Current FTPP Applications

“The Army Fault Tolerant Architecture (AFTA}
Program”

Funded by: Army Electronics Integration
Diraclorate / NASA

Application: Helicopter TFTA/NOE/FCS

“Heterogeneous FTPP"

Funded by: Army Strategic Defense
Command

Application: Battle Management

“Fauit Tolerant IMU Processor”
Funded by: a commercial aerospace company

Application: IMU processing

NASA Formal Methods Workshop 1113 August 1992 3

FTPP C3 Architecture

Fuull
Contalnmens Netwark
Region Elements
Viting
- Syncheomzanon
- Message Pasving
Recualiguration

- Tk pendem Power
Yade pendent Cloching

- Diebevine bolation

Physwcal bulation

Inpaa X Hat st Cotsteathers
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Reshundamy frons | a4

NDE Coenpuonenty
- Apphivation Sidiw e
- Adka Run Time Sysiem

‘WATA Formal Methods Workshop 1113 August 1997 [}



Layered View of FTPP
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HASA Formal Meihods Workshop 113 August 1992

Processmg lement

Formally speciﬂed i verified microprocersscr can
be used in FTPP

Processors interface to FTPP over standard bus
(e.g., VYMEbus) ..

Not all processors in FTPP need be formaily-
verified

Could use small number of formally verified
processors to form quad or triplex Byzantine
resilient core VG which runs a simple verified
kernel

Core VG responsible for monitoring other

VGs (including CMFs) and resetting otlenders

"using votad_raset capablmy of NE

Throughpﬂ ol core VG not an Issue .can get
desired throughput adding higher-throughput
VGsina he!erogeneous parallel processlng

configuration

_All VGs communicate using BRVC

NAGA T i 4 Meinods Waixshog 19N (ugust 1992 — o
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Components of FTPP Suitable for
Formal Methods Insertion

Processing Element

Network Element

FCR Backplane Bus

VG Synchronization Software
Task Scheduling Software
Inter-VG Communication Software
FDIR Software

'NASX Formal Methods Workshop 19-13 Rugust 1502

Network Elementr

Exocutes performance-cnlical EyzanT
resilience algorithms - — - - - .. _ ..

Provides BRVC abstractlon )

Genera!es vole. FT C Iink and other syndromes

All components execute speciﬁable and veriliable
algorithms

Bus interface

Voter / syndrome accumulator
FTC
Global Controller

Substantial body of related work from formal
methods community Is relevant to these functions

NASK Formal Msthods ﬁmlmoa

V113 Augusi 1392 —7




Network Element Architecture

VMEbus
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Byzantine Resilient Virtual Circuit
Inter-VG Communication Abstraction

E .
a
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Momber § L Lt oMb}
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“,;.-‘,g.;...'s’.;?]
Messagas sent by non-faulty members of a source VG are
corractly delivered 1o the non-faully members of raclplents

Non-faulty membars of racipient VGs receive messages in the
order sent by the non-lauity members of the saurce VG

Non-faulty members of recipient VGs receive messages in
Identical order

The absalute times ol artival of correaponding messages at the
members of recipient VGs differ by a known upper bound §

The time betwaen a valid message lransmission request and
message delivery possasses a known upper bound ¢

The BRVC abstraction Is supported by the NEs
WKSR Formal Methods Workahdp Vi3 Auguel 1992 T 18

FCR Backplane Bus

Backplane bus used for PE-NE communication

NE partitioned Into bus-dependent and bus-
Independeni sections

Can retrofit NE to formally specified/verified
backplane bus by modifying bus-dependent
section

Formal model of backplane bus needed

Backplanes are a common component of
many systems

A tormally specified and verified backplane
could find wide use in critical syslems

Powerful building block for ultrareliable systems:

Formally specified and verified processor
resident on formally specified and verified
backplane bus card

NASA Formal Meihods Workshop

VG Synchronization

VGs are synchronized upon periodic timer
interrupts (e.g., at 100 Hz)

Timer interrupts occur within a bounded skew on
ali members of VG

Upon timer Interrupt a VG performs a
synchronizing act (I.e., message passing using
BRVC)

Send message to self
* Awall reception

Toane on
NG Muul.n.l

e
MG mmc wen
Member t s amprc r wan &
L — .
i —A— T
i
Membet i ; g L
' S
MG .o wan
Meaixe
2 “ H
‘V —
— *-—8 P 3
1
—_— ‘4—a (4 aa
“Atrnlute * e
WASA Formal Mathods Workshop 1.i3 Aoguel 1908 18
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Rate Grqugggz@duler

FTPP C3 uses limer-based preemplive rale group
scheduier

Variant of rate-monotonic scheduling optimized
for Herative task suites having harmonic iteration
rales

Tasks interact only st frame boundaries

frame boundary

WAZA Formal sethods Woik shop

T T Augusl 1082 1)

FDIR partitioned for validatabifity
Local FDIR runs on each VG

Sysiem FOIR runs on dulgnahd V6 (o 9.
formally verified VG)

Algorithm; - ==——=- -0 Lo
Locsi FDIR
Exscutss seif lests

Scrubs RAM (independent of --—— — -
characleristics of application task suite)

Periodically transmits self lesi results io
syslem FDIR via “presence message”

System FDIR

Examines contents and syndromes of
presence messages to diagnose senders

Fallure to receive presence message within
bounded time implﬁ common-mode failure
of sender o —

WASA Founal Mathods Workaiiop TV-7 hugusi 1967 ]

(o o]
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Inter-VG Communication

FTPP tasks communicate using message passing
quaus_message OS call places message onto
outgoing queue 1o NE

FTPP OS determines destination VG from task-to-
VG mapping table

OS transmits message queus lo destination VG
using BRVC

Reciplent VG's OS reads message from NE and
places into destination task input message queus

retrieve_message OS call accesses appropriate
task input queus and delivers message lo lask

WASA Formel Methods Werkshop Vi-13 August 1092 v

~'Fault Recovery -~ --
Many recovery policies possible in FTPP
Reduce udu;d;my level
Relntegrate faulled component
Wm flﬂh’d cmpon.m with sp sp".

System | m FDIR determines approprlato ucovary
action'and ofther - ER

transmits recovery commmds lo local FDI for
localized rocovory or i

periomu global syslem lovel recovery

Must show that system FDIR determines correct
recovaery action as a function of diagnosed

_componant _

Must show that local or system FDIR correcﬂy
carries out specified recovery

WASA Formel Mathods Workshop  11-13 Auguet 1982 L]
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Heterogeneous Kernels on FTPP

Not all kerneis in FTPP need be Identical as
long as they can communicate using BRVC

FTPP can host rate group scheduler on
production VGs and smail formally verified
kernel on formally verifled VGs

The formaily verified VG would execute the
system FDIR function

NASA Formai kisthods Workshop 1113 August 1992 2

Conclusions from Scoreboard
Specification and Verification

Formalization of Scoreboard requirements
uncovered several speciiication omissions and
ambiguities

Collaboration would have been closer and impact
on design greater if Draper had been specifically
funded to participate

Incremental cost on a $2.4M brassboard
development program Is small

Benalit 1o cost ratio Is very high during the
conceplual study and detalled design phases

TASA Formal Weihods Workshop T9-13 August 1992 &)
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Work in Progress: Scoreboard
Specification and Verification

Currently collaborating with ORA to formally
specity Scoreboard

Scoreboard Is a critical component of FTPP
Comprises approximately 50% of NE circuitry
Enforces BRVC abstraction

Business Modal:

FM oxperts working closely with engineering
staif having little exposure to formal methods

Separate funding (Draper not specifically
funded to collaborate)

Scoreboard described in VHDL and constructed
using sulomated synthesis (Synopsys)

VHDL used as common language belween Draper
and ORA

NASA Formal Methods Workshop 1113 Rugusi 1992 F+)

Work Planned and Critical Needs

Work Planned

Components similar to remainder of NE (i.e., FTC,
voter) have been formally specifiediverified

Wouid like to adapt this work to FTPP

Actively seeking FV processor to design into
FTPP

Planning to develop selected subset of RCP
software for FTPP

Critical Needs
Viable processor

Formal subset of VHDL, with nonempty
Intersection of synthesizeable and formal subsets

Continued formatization of FTPP NE
Formal model for FCR backplane bus
Formalization of critical OS functionality

Business model for formal methods insertion

TIKSA Formal Meihods Workshop Vi-13 Rugust 1092 -Ta
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Formal Methods at
IBM Federal Systems

David Hamilton
IBM Federal Svstems

PRECEDING PAGE BLANK NOT FILMED
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Formal Methods
Technology Transfer

Some Lessons Learned

David Hamilton
IBM Federal Sector Corporation

Second NASA Langley Formal Methods Workshop

Aug/92

Contents

Introduction snd Purpose . . .. ... ... .. ci e e,
Harlan Mills snd SEW . .. .. . it i e
Cleanrgom . ... ............

SEDL .............

Stepwise Veritication
CCS . ...l
TOP (Verification of ESe} .. ...
Other Projects and Appraaches
Hote on Quality Emphasis ... ... ... ... ...... ... __,.
UMY .. ittt i it et ar e

Aug/9? i

Introduction and Purpose

Harlan Mill; and SEW

¢ To cover

1. Some IBM Involvement in Formal Methods (FM)
projects

2, A perspective on difficulties of technology transfer
(beyond a single project)

e Purpose is not to
= sell the "IBM approach”

— argue against feasibility of FM

® Purpose is to
~ learn from other FM technology transfer projects

- suggest some possible future directions

e Mills led massive software engineering education
program
— Software Engineering Workshop was cornerstone
B 2 week course
B Taught to all programmers
B Required to pass final exam

® SEW centered on mathematically-based verification
- Functional instead of axiomatic
I model oriented instead of property oriented
B designed to scale up (stepwise refinement)
J easier for programmers to understand
- 2 pleces
1. Deriving program functions
§ Trace tables (basically manual symbolic
execution)
B Recurson instead of loop Invariants
2. Module-oriented
l abstract data types
I constraints/closure on state data (abstract
state machine)

Aug/R2 ]
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Harlan Mills and SEW ...

Cleanroom

e SEW designed to be practical
= relatively informal
- scaled up via abstraction/refinement
- lots of examples and exercises
= final test : pass/fail
e Advocated for all programming, not just critical parts
e no support beyond education
= no tools
= no consulting
e General reaction was that it was impractical
- too tedious
- seemed only for toy problems

e Did not gain widespread use

o Named after silicon chip manufacturing environment
e Built on SEW foundation, adding
=~ Continuous inspections (SEW style verification)
— Statisical testing (MTTF prediction)
e Advertised through case studies, not classes

—~ Demonstration projects using highly skitled
developers

~ To demonstrate benefits
- To show it can be done, it is practical

e Demonstrations projects were success stories

Aug/82 3

Aug/B2 4

Cleanroom ...

SEDL

e Showcase project was COBOL/SF

~ Transforms unstructured COBOL into structured
coBoL

= 52,000 SLOCS developed using Cleanroom
= Results
N 740 SLOCS / labor month

B 3.4 errors / KSLOC (before first execution) (70
avg incl. UT)

B no error ever found during operational use

e Advocacy of Cleanroom continues
- Widespread use not yet aftained

= But there is a lot of interest in Cleanroom

e Intended to support SEW/Cleanroom verification
concepts

e Built as an extension to Ada
@ SEDL compiler generates Ada

e Supports design execution
— though SEDL generated code my be inefficient

e Includes

= Abstract data types (set, list, map, etc.)

— User defined data models
J model vs. representation
I constraints

— Supports mathematical notation
B {Xin CHARACTER :x /= 'Q’}
B exists X in S : P(X) and exists Y in T : P(Y)
B P>1and not (exists Q in 2.P-1: P rem Q = 0)

e Use of SEDL is not widespread

Aug/32 ]

Aug/92 [}
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Other Projects and Approaches

Note on Quality Emphasis

e Application above the code level

- Development of a "Box Structures” design
language

= Development of a “Box Structures” approach to
requirements

= Results

B SA/SD approach to design most popular new
approach

B Requirements still written in English

e Emphasis on SEW concepts
= Concepts generally well accepted

- Loss of rigor reduces mathematical basis

e Software quality has extreme emphasis
-~ Great emphasis on process improvement

~ Serious attention given to quality goals and
measurement

- Quality motivation programs
J awards and recognition
B Manned Flight Awareness program
e There is willingness to work hard and invest for quality
e The question is not what or how much but how

- FM is generally perceived as not helping

Avg/82 n

Aug/9? 2

Summary

Conclusions

e Goal was to Increase the use of formal mathematical
approaches to software development (beyond a single
project)

1. First through education
2. Then through demonstration projects
3. Then through tool support

4. Then by making methods more practical

5. Finally through direct support (consuiting)

e There have been successes

- not nearly as widespread as desired

e This story is not unique to FM

- The problem is with tachnology transfer, not with
technology

® Conclusion: Technology Transfer is very hard, even
with
- extensive education
= tools support
-~ demonstrated successes

e Possible future directions
- More consulting ("hand holding”) (product
champions)
~ Use only a core group (FM may just not be for
everybody)
- Require use of FM (selected groups)
= Success story close to home
B technology transfer diminishes rapidly as a
function of distance
B long term committment is required (success
story requires continued follow-up)
- Different formal method(s)
—~ Different tools (e.g., theorem prover)

Aug/R2 12
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Reliable Computing Platform

Ben DiVito
ViGYAN
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Clock Synchronization
Verification and Implementation

Paul Miner

Systems Validation Methods Branch
NASA Langley Research Center
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NASA’s Strategy for Technology Transfer

Sally Johnson
Systems Validation Methods Branch
NASA Langley Rescarch Center

PRECEDING FAGE BLANK HOT FILMED
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NASA’S STRATEGY FOR
TECHNOLOGY TRANSFER

by

Sally C. Johnson
NASA Langley Research Center

GOAL

Technology Transfer to Industry

One of NASA’s major goals is to provide the U.S. aerospace indus-
try with the tools and techniques they will need to be world-class
competitors in the coming decades.
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Technology Transfer

EXISTING
FORMAL. METHODS
TOOLS & TECHNIQUIES

INDUSTRY
NEEDS

FORMAL MIETTIODS
"STATE OF THE PRACTICE”

DEVELOP TECHNIQUES FOR AEROSPACE
DEMONSTRATE THROUGH EXAMPLES

SYSTIM FAA
DESIGNERS

Working with Industry

¢ Bocing PIU hardware verilication

¢ Bocing SVM hardware verilication

e CSDL/ORA Scorchoard hardware verification

e ORA Verification of Ada application software from NASA God-

dard and Johnson
- Formal specification and verification of calendar utilities

- Mode-control panel logic of Bocing 737 experimental system

specilied in Larch

e Currently pursuing future projects
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Working with the FAA

® Digital Systems Validation Handbook Chapter
¢ Tutorial presentation to SWAT (Soft Ware Advisory Tean)
¢ Formal specification of GCS application

e RTCA committee DO 178B standard
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Verification of FTPP Scoreboard
and Spectool

Mark Bickford

Odyssey Rescarch Associates, Inc.
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Specification and Verlfication using PVS

N. Shankar
shankar®@csl.sri.com

Computer Sclence Laboratory
SRI International

Background: Past Experilence

Considerable accumulated experience on
verification at SRI

Systems developed at SRI include: Boyer-Moore
Prover, HDM, OBJ, STP, EHDM, etc.

Other Systems used include: Affirm, RRL,
Gypsy, Muse, etc.

Verifications Include: Byzantine fault-tolerant
clock synchronization, Byzantine Agreement,
G&del’s first incompleteness theorem, and many
others.
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Outline

This talk is a short tutorial on specification and

verification, using PVS as an illustrative example.

e Background to PVS
¢ Overview of PVS

e Some Examples

Background: EHDM
Designed at SRI around 1984.

A specification environment based on
higher-order logic with parametric modules,
implementation mappings, Hoare logic prover,
etc.

Theorem prover based on skolemization, manual
instantiation, and Shostak’'s decision procedurcs.

Example verifications include: Byzantine
fault-tolerant clock synchronization, Ramsey
theorem, Byiéﬁﬁne Agreement, Fault-masking
and Transient recovery, etc.
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Background: Lessons Learnt

Decision procedures are extremely useful but
only a smalt part of what is needed.

Highly automatic theorem provers are
inappropriate: difficult to control, and provide
very little useful feedback.

Low-level proof checkers are inefficient (both in
machine and human terms), and also fail to yieid
a satisfactory proof.

Logics with limited expressibility are easily
mechanizable, but place a large burden on the
specifier.

Some highly expressive notations are nice for
pencil-and-paper work, but might be difficult to
adequately mechanize.

PVS: Overview

PVS has been used to check proofs of

e the Boyer-Moore majority algorithm

ordered binary tree insertion
e a version of the Schrider-Bernstein theorem

¢ Byzantine Agreement

[ ]

a pipelined processor (due to Saxe), and
other hardware examples.

These proofs can typically be completed in less
than a day.
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PVS
Started In mid-1990.

The goal was to combine clear notation with a
productive proof development environment to
produce machine-checked, yet “humanly
readable” proofs.

PVS was primarily influenced by EHDM, but also
adapts ideas on language and inference from
IMPLY, Boyer-Moore prover, LCF, HOL, ML,
Nuprl, Veritas, OBJ, and many other systems.

PVS consists of a core language definition,
parser, typechecker, and proof checker.

Contributors to PVS include Sam Owre, John
Rushby, Friedrich von Henke, David Cyrluk, Judy
Crow, Carl Witty, and Steven Phillips.

Overview: Decision Procedures

PVS proofs make heavy use of arithmetic
decision procedures. Any THEOREM below is
automatically proved. CONJECTURES are either
false or unproved by decision procedures.

arithmetic : TREORY
BEGIN
x,y,v: VAR number
arith: TREOREN
% < 2¢y AWD y < Sev INPLIES 3ox < {8ev

badarith: CONJECTURE
X € 2oy AND y < 3oy INPLIES Jex < 17sv

bedarith2: CORJECTURE
x<0 AND y<O INPLIES x+¢y>0

baddiv: CONJECTURE
(x7y) > v IKPLIES x > (yov)

gooddiv: CONJECTURE
y/=0 AND (x/y) > v INPLIES x > (y*v)

unotherdiv: TNEOREN
y /= 0 AD (x/y) > (v/y) INPLIES ((x-v)/y) > O

4, §, k: VAR imnt
intarith: TRNEOREN
Qef <5 AND § > § INPLIES § = 2

badarith3: CONJECTURE
dex < 6 AWD x > {1 INPLIES x = 2
END arithmetic



Type Correctness Conditions

Denominator for dlvlsl?n must be non-zero.
Typechecking the previous theory generates type
corre%tness conditions. baddiv_TCC1 is not
provable, hence a type error.

arithmetic: TREORY
BEGIN
X, ¥, v: VAR nusber
arith: TREDREN
2 <2y ANDy <3+ v INPLIES 3 » x <18 » v

badarith: CORJECTURE
2 C2sy AMD y <3 v v INPLIES 3 » x < 17 o v

badarith2: CONJECTURE
1<Dllby(0!lﬂ.!!3|0y)0
baddiv: CONJECTURE
(x/y) > v INPLIES 2 > (y » v}

% Subtyps TCC generated for ¥
baddiv_TCC1: OBLIGATION (FORALL (y: nuwber): y /= 0)

‘ooddh' CONJECTURE
y/=0D (x/ ) >v INPLIES x>(yew

wnotherdiv: TAEOREK
y/=0AM (x/y) > (v /y) INPLIES ({(x -v) /y) >0

§, §, k: VAR int
intarith: THEOREN 2 « § < 6 AND i > 1 INPLIES i » 2

badarithS: CONJECTURE 2 s x < 5 AND x > 1 INPLIES x = 2

END arithmetic

Abstract datatype theory

binary_tree_adt[T: TYPE]: TREORY
BECIN

binary_tree: TYPE

leat?, node?: PAED[binary_tres]
leat: (leatf?)

node: [T, binary_tres, binary_tree -> (node?)]

val: [(node?) -> 7] e

left: [{node?) -> binary_tree]

right: [(node?) -> binary_tres] . .

leaf extensionality: AXION
(FORALL (Qeaf?_var: (leaf?)): leat = leaf?_var)

node_extensionality: AXION
(FDORALL (node?_var: (node?)):
node{val(node?_var), left(node?_ vtr), right (node?_var))
= node?_var) -

val_node: AXION
C(FORALL (nodel_var: 1), (node2_var: binary_tree),
(node3_var: binary_tree):
val(node(nodel_var, nodel '|r, nodos vnr))
= podel_var)

left _node: AXION
(FORALL (nodei_ver: 17), (node2_var: blnnry_trco),
(node3_var: binary_tree):
left(node(nodel_var, noda2_var, noded_var)) = node?_var)

right_node: AXION
(FORALL (nodel_var:
(node3_ver: binary_tree):
right(node(nodei_var, node2 var, noded_ Vlt)) - nodcs var)

11

- right, and recogniZér node?. "~

Example: Blnary Trees

Binary trees can be defined 55 abstract
datatypes.

The followmg datatype declaration introduces
the constructor leaf with recognizer leaf?, and
constructor node with accessors val, left, and

Typechecking this datatype declaration
generates the theories binary tree_adt and
binary.tree.rec.mod (shown below).

binary_tree (T : TYPE] : DATATYPE

BEGIN

leaf : leaf?

node{val : T, left : binary_tree, right : binary_tree) : node?
END binary_tree

10

binary_tree_disjoint: AXION
(FORALL (binary_tres_var: binary_tree):
nOoT (lcui?(blnlry_trao_vlr) AWD node?(binary_tree_var)))

binary_trese iqslﬁ}ivo AXIDK

(FORALL (binary_tres_var: bindry_tres):
leatt(binary_tree_var) OR node?(binary_tree_var))

binary_tree_inductien: AXION - - = . o o 7.~
(FORALL (p: PRED{binary_tree]):
p(leat)
AN .
(FORALL (nodei_var: T), (node2_var: binary_tree),
{nods3_var: binary_tree):
p(node2_var) AND p(node3_var)

INPLIES p(node(node! node2_var, noded_var)))
e_var: bfinry tree)i
p(binary_tree_var)))

w0
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binary_tree_nat_rec((leaf?_fun: nat),
(node?_fun: ([T, mat, mat => pat])):
[binary_tree -> nat) =
LANBDA (binery_tree_var: binery_tree):
CASES binary_tree_var OF
leaf: leaf?_funm,
node(nodei_var, nodel_var, noded_var):
node?_fus(nodei_var,
binary_tree_nat_rec(leaf? fun,
node?_fun)(node2_var},
binary_tree_nat_rec(leaf? _fun,
node?_fun)(noded_var))
ENDCASES

binary_tree_ordinal_rec((leaf? fun: ordinal),
(node?_fun: [T, ordinal, ordinel
=> ordinal])):
[binary_tree ~> ordimal] =
LANBDA (binary_tree_var: binary_tree):
CASES binary_trees_var OF
leaf: leaf?_fun,
node(nodel_var, node2_var, node3_var):
node?_tun(nodei_vwar,
binary_tree_ordinal_rec(leaf? fun,
node?_fun)(node2_var),
binary_tree_ordinal_rec(leaf?_fun,

node?_fun)(node3_var))

ENDCASES

END binary_tree_adt

Ordered Binary Trees

obt [T : TYPE, <= : (total_ order?(T]}] : THEORY
BEGIN
USING binary_tree_adt, binary_ tree_rec_mod
4, B, C: VAR binary_tree(T)
X, ¥y, 2! VAR T
pp: VAR PRED([T])
checkall((pp : PRED{T]), A): bool =

binary_tree_rec(TRUE,

(LANBDA x, (o, b : bool):
Ca AND b AND pp(x)}))(A)

1, §. k: VAR nat
size(A) : pat =

binary_tree_rec(0, (LAXBDA x, 4, j: 1 ¢ § + 1))(A)

ordered?(A) : RECURSIVE bool =
(IF node?(A) THEN (checkall((LAWBDA y: y<eval(4)), left(A)) AND
chockall((LANBDA y: val(A)<ny), right(A)) AND
ordered?(left (1)) AND ordered?(right(a)))
ELSE TRUE EX¥DIF)
BY size '

insert(x, A): RECURSIVE binary_tree(T) =
(CASES 4 OF
leaf: node(x, leaf, leat),
node(y, B, C): (IF x<sy THEN node(y, insert(x, B), C)
ELSE node(y, B, insert(x, C))
ENDIF)
EWDCASES)
BY (LANBDA x, A: size(d))

ordered?_insert_step: FORNULA
PP(x) AND checkall(pp, A) INPLIES
checkall{pp, insert(x, A)}

ordered?_insert: FORNULA
ordered?(A) INPLIES ordered?(insert(x, 1))
END obt

13
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Recurslon combinator

binery_tree_rec_mod{T: TYPE, range: TYPE}: THEORY
BEGIN

USING binary._tree_adt{T)
binary_tree_rec((leaf?_fun: range),
(node?_fun: [T, range, range -> range))):
[binary_ tres -> range] =
LANBDA (binary_tres_var: binary_tree):
CASES bimary_tre
leaf: leat?_ fun,
node(nodel_var, node2_var, noded_var):
node?_fun(nodei_var,

binary_tree_rec(lesf?_fun, node?_fun)(node2_var),
binary_tree_rec(leaf?_fun, node?_fun)(noded_var))

ENDCASES

END binary_tree_rec_mod

12

Example Proof
ordered?.insert :

| [r—
{1} (FORALL (x: T), (A: binary._tree):
ordered?(A) INPLIES ordered?(insert(x, A)))

Rule? (Induct "A*)
Inducting on A,

this ylelds 2 subgoals:
ordered? insert.t :

{1} (FORALL (x: T): ordered?(leat) INPLIES ordered?(insert(x, leaf)))

Rule? (skolem!)

For the top quantifier in 1, we introduce Skolem constants: (x'3)
this simplifies to:

ordered?_insert.1 :

{1} ordered?(leat) INPLIES ordered?{insert{x's, lest))

Rule? (dsimp)

Applying disjunctive simplification,
this simplities to:

ordered?. insert.i :

{-1)}  ordered?(leaf)

Rule? (rewrite “insert™)
Rewriting ueirg insert,
this simplifies to:

14
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ordered?.insert.1 :

[-1]  ordered?(lesf)

{1} ordered?(node(x!3, leat, 1eat))

Rule? (rewrite ~ordered?” +)
Revriting uaing ordered?,

this simplifies to:
ordered?.insert.i :

{-1] ordered?(leat)
'---‘---
{1} (checkall((LANBDA (yt T): y <= x13), leaf)
AND checkall{(LANEDA (y: T): x!3 <= y), leai)
AND ordered?(lent) AND ordered?(leat))

fule? (assert)

Invoking decision procedurss,
this simplifies to:

ordered?. insert.1 @

[-I] ordered?(1eat)
{i) checkall((LANBDA (y: T): y <= xt3), leaf)
Alb ch.cnn((t.unm (y: D: xt3 <= ), leat)

Rule? (auto-vewme "blnuy_lree_rec[T bool]”)
Installing asutometic revrites:
oc [T, bool],

ordered® _insert.i :

[~1]  ordered?{leaf)

l—------
1]  checkall((LAKEDA (y: T): y <= x'3), leaf)
AND checkall((LANBDA (y: T): x!3 <= y), leaf)

ordered?._insert.2 1

[ P—
{1} (FORALL (nodeivar: T), (nodeZ_var: binary.tres),
(node3.var: binary.tres):
(PORALL (x: T):
ordered?(nodeZ.var) INPLIES ordcxod"(innn(l. node2.var))}
AWD
(FORALL (x: T):
ordered?(nodel var)
INPLIES ordered?(inssrt(z, noded.var)})
IKPLIES N
(PORALL (x: T):
ordered?(node(nodel_var, nodo!-vu, nodcs.vu))
INPLIES ordered?(insert(x, node(nodei.var,
node2_var,
noded. var}))))

Rule? (skolem!)

For the top quantifier in 1, we introduce Skolem constants:
(nodei.var'4 node2.var'b noded_varis) e
this simplifies to:

ordered? insert.2 ¢

{1}  (FORALL (x: T): -
ordered?(node2.var!6) INPLIES ordersd?(insert(x, node2.ver!s)))
A¥D
(FORALL (x: T):
ordered?(noded var'é) oo
INPLIES ordered?(insert(x, uodos-ur'o)))
INPLIES .
(FORALL (x: T):
ordered?(node(nodel_var!4, node2 var's, noded_var?8))
INPLIES ordered?(insert(x, node(nodei var'4,
nodel.var!b,
noded.var?8))))
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Rule? (then (spilt)(rewrite "checkall”))
$plitting comjunctions,

this yields 2 subgoals:

ordered?_insert.1.1 :

[- !] ordered?{lent)

{1) checkall((LANBDA (y: T): y <= x!3), leaf)
Revriting using checkall,

This completes the proof of ordered?.insert.i.i.
ordered?_insert.3.2 :

{1}  checkall((LANBDA (y: T): x!3 <= y}, leaf)
Rewriting using checkall,

This cowpletes the proof of ordered?_insert.1.2.

This completes the proof of ordered?_inmert.i.

Rule? (dsimp)

Applying disjunctive simplification,
this simplifiss to: _
erdered? insert.2 ¢’

{-1}  (FORALL (x: T):
otdond’(nod-?-vu's)
INPLIES ordered?(insert(x, modc?.vu!s)))
{-2) (FORALL (x: T)1
erdersd?(node3.vare)
IMPLIES ordered?(insert(x, noded.va

{t) (FORALL (x: T): .

ordered?(noda(nodeli_var'4, node2. var!'b, nod

IMPLIES ordersd?(insert(x, node(nodei.
node2_var's,

node3.var'6))))

Rule? (skolemi) = :
For the top quantif o in 1, n ,Mrodu
this simpXities
ordered?_insert.2 :

4 n constants:

[-1]  (FORALL (x: 1): -
orderesd?(node2.var'6)
INPLIES ord-nd’(inun(l, Rode2. ur's)
{-21  (FORALL (x:
exdersd?(node3.var 0)
i INPLIES orqlcnd'(inurt(x. nodos .var16)))
{1} ordered?(node(nodei_var!4, node2 var's, noded.varte)) _
INPLIES ordered?(insert(x!7, node(nodei.var'4,
nodeZ2_var!s,; -
node3_var'6)))

(x'7)

R R R R IR AR XL K]
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Rule? (rewrite "ordered?” +)
Rewriting using ordered?,

this sinplifies to:

ordered?. insert.2 :

[-1]  (PORALL (x: T):
orderedt(node2.var!b)
INPLIES ordered?(insert(x, node2_var!f)))
[-2]  (FORALL (x: T):
ordered?(noded_var!8)
INPLIES ordered?(imsert(x, moded.var!e)))
|-----—-
{1}  (checkall((LANBDA (y: T): y <= nodelvar'd), node2.var!6)
AND checkall((LANBDA (y: T): modei_var!d <= y), nodeS.var!é)
ABD ordered?(node2-var'5) AND ordered?(node3.var!'6))
INPLIES ordered?(insert(x'7?, node{(modei.vari4,
node2.varib,
noded.vart@)))

Rulet (dsimp)

Applying disjunctive simplification,
this simplifies to:
ordered?.insert.2 :

[-1]  (FORALL (x: T):
ardered?(node2.var!B)
INPLIES ordered?(insert(x, node2_variE))})
(-2  (FORALL (x: T):
ordered?(nodel. var'e)
IMPLIES ordered?(insert(x, node3_var!8)))
3)  checkall((LANBDA (y: T): y <= nodeivar'4), node2.var!t)
4}  checkall((LANBDA (y: T): nodel_var!d <= y), noded.var!s)
-5} ordered?(node2_var!6)
8}  ordered?(nodel_var!€)
[peomm—
{1} ordered?(insert(x!7, node(ncdei_var'd,
nodeZ.var!s,
noded_var!s}))

orderedt.insert.2 :

[-1]  (FORALL (x: T):
ordered?(node2 var!s)
INPLIES ordered?(insert(x, node2.var!6}))
[-2]  (FORALL (x: T):
orderad?(noded. var!8)
INPLIES ordered?(insert(x, nodeS.var!e)))
(-3]  checkall((LANBDA (y: T): y <= nodei.var'4), node2.var!$)
[~4]  checkall((LANBDA (y: 1): nodei_varid <= y), noded_var!s)
[-6] ordered?(node2_var!b)
[-8] ordered?(nodeS_var!e)
[ e
{1} IF x17 <= nodei_varid
TREN
ordered?(node(nodeti.vari4,
insert(xt7, mode2.var!t),

nodeS.vari8})
ELSE
ordered?(node(nodei_var'd,
node2.var!B,
insert(x!7?, noded.var?6)))
ENDIF

Rule? (prop$) -
By propositional simplification,
this yields 2 subgoals:
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Rulet (rewrite “insert” 4)

Revriting using insert,
this simplifies to:
ordered?.insert.2 :

-1 (FORALL (x: 1):

ordered?(node2_var!b)

INPLIES ordered?(insert(x, node2.vartt)))
[-2]1 (FORALL (x: T):

ordered?(node3.var!6)

INPLIES ordered?(insert(x, noded._var!s)))
[-3)  checkal ((LAMBDA (y: T): y <= nodel_var!4), node2.var!5)
{-4]  checkall((LANBDA (y: 1): modei.vart4 <= y), noded_var's)
[-5)  ordered?(node2.var!s)
{-8]  ordersd?(noded._var!s)

{1}  ordered?((1F x!7 <= nodel_var!4
TREN

node(rodei. var!d,
insert(x!7, node2.var!$),
node3_var!e)
ELSE
node(nodei_vart4,
nodeZ_var!s,
insert(x!7, node3_var!6))
ENDIF))

Rule? (Mift-If)
Lifting IF-conditions to the top level,
this simplifies to:

ordered?. insert.2.1 ¢

{=1} x!7 <= nedei.vartéd
{-2]  (FORALL (x: 1):
ordered?(node2.var!5)
INPLIES ordered?(insart(x, nodel.var!$§)))
[-3]  (FORALL (x: T): .
ordered?(noded_var!s)
INPLIES ordered?(insert(x, node3_var!$)))
[-4)  checkall((LANBDA (y: T): y <= nodei_var!4), nodeZ var!§)
[-6]  checksll((LANBDA (y: 1): nodei.var!4 <= y), noded.var!e)
{-6]  orderedt(node2.var!$)
[-7]  ordered?(noded.varié)

{1} ordered?(node(nodei.ver'4, insert(x!7, node2_var'b), noded.vartd))

Rule? (rewrite "ordered?” +)
Rewriting veing ordered?,

this simplifies to:
ordered?.insert.2.3 :

[-1]  x!7 <= nodes.var™d
[-2] (FORALL (x: T):

ordered?(node2. var!6)

INPLIES ordered?(insert(x, node2.var!6)))
[-3] (FORALL (x: T):

ordered?(noded.vart8)

INPLIES orderedt(imnsert(x, node3_var!s)))
[-4]  checkall((LANBDA (y: T): y <= nodei.var'4), node2.var!s)
[-6] checkall({LANBDA (y: 1): nodei.var!4 <= y), noded.var!s)
[-6] ordered?(node2.var!§)
[-7]  ordered?(noded.var'8)

[rEm—
{1}  (checkal1((LANBDA (y: T): y <= nodel.var'4),
insert(x'7, node2.ver's))
AWD checkall((LANBDR (y: T): nodei.var!4 <= y), neded.var!é}
AND ordered?(insert(x!7, node2.var'f))
AND ordered?(node3.var's))



Rule?

(quant?)

Found substitution:

x gots x17,

Instantiating quantified variables,
this simplifies to:
crdered?.insert.2.1 :

[-1]
{-2}
(-3]

[-41
(-8)
(-6}
-7

x!7 <= nodei_varl4d
ordered?(node2_var!S) INPLIES ordered?(insert(x!7, node2_ver!s))
(FORALL (x: T):

ordered?(noded vart8) S,

INPLIES ordered?(insert(x, nodo!-v“'s)))
checkall ((LANBDA {y: T): y <= model.var'4), nodel.var!)
checkall((LANBDA (y: T): nodei.var!4 <= y), noded_var!®)
ordered?(node2_var!t)
ordared?(noded vari@)

[13

Rule?

(checkall({LANBDA (y: 7): y <= nodel_var!4), R

insert(xi7, node2_var's))
AND checkall((LANBDA (y: T): nodel _var'd <= y), noded_var’s)
AND ordered?(insert(z!7, node2-var!b))
AND ordered?(node3_var!é))

(prop$) -

By propositioml -hpliﬂcnion,
this simplifies to:

Rulet (rewrite "ordered?” +)
Revriting using ordered?,

thia simplifies to:
ordered?_insert.2.2 :

(-1}

-2]

[-31
-4
(-8)
{-61

(FORALL (x: T):

ordered?(node2.vartb)

INPLIES ordersd?(insert(x, nodel vnr'S)))
(FORALL (x: T):

ordersd?(noded_var!e)

INPLIES ordersd?(insert(x, node3._var!é)))
checkall((LANBDA (y: T): y <= nodei_var!4), node2 var!6).
checkall((LANBDA (y: T): nodei.var!4 <= y), noded var!6)_
ordered?(node2_var!f)
ordersd?(node3_var!é)

{1
{3}

Rule?

x17 <= nodel_var'4d
(checkal1((LANBPA (y: T): y <= nodel.var'4), node2 var!b)
AWD
checkall((LAXBDA (y: 1): nodei_vari4 <= y),
insert(x!7, noded._varté))
AND ordered?(node2_var!b)
AND ordered?(insert(al7, nodoa_"rm)))

(quant? -2)

Found substitutionm:

x gets x!7,

Instantiating quantified varisbles,
this simplifies to:
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ordered?_insert.2.1 :

{-1} ordered?(insert(x!7, node2.var!6))
[-2)  x!7 <= nodei_var'4
-3 (FORALL (x: T):

ordered?(node3_varté)

INPLIES ordered?(insert(x, noded_var!s)))
[-4]  checkall((LANBDA (y: T): y <= nodei_var!4), node2_var?!5)
[-8]  checkall((LAMBDA (y: 1): nodei.var!4 <= y), noded_var!s)
[{-6) ordered?(nodeZ_var'$)
{-7] ordered?(nodel._var'é)

[ pe—
{1}  checkal1((LAWBDA (y: T): y <= nodel.var!4),
insert(x!7, node2_var!s))

Rule? (rewrite " ordered?_insert_step™)

" Nevriting using "d.rod' inuﬂ.lnp. B

This completes the proaf of ordered?_ insert.2.1.

ordered? insert.2.2 :

[-1]  (FORALL (x: 1)
ordersd?(node2.var!k)
INPLIES ordered?{insert(x, node2_var!f})))
{-2)  (FORALL (x: T):
ordered?{noded_var's)
INPLIES ordered?(insert(x, mode3.var'é))) B -
(-3]  checkall((LAMBDA (y: T): y <» nodei_ver'd), node2_var!8§)
{-4] checkall((LANBDA (y: T): nodd var'd <= y), node3_var!8)
[-6] ordered?(node2.var!b)
[-8]  ordersd?(nodeS_var!$) _

| St : =2
{1 217 ¢ mod art -
{2 ordered?(nodeinodei varid,

node2_var's,
insert(x!7, noda3. vu's)))

ordered? insert.2.2 :

{-1]  (FOMALL (x: T):
ordered?(node2_var!5)
INPLIES ordered?(insert(x, node2_ver!'t)))

{-2} ordered?(noded var!'s) INPLIES ordered?(insert(x!7, node3_var'té))

[-3] checkall((LARBDA (y: T): y <= nodel_var'd), nodeZ_var'f)
[-4]  checkall((LANBDA (y: T): nodei.var!4 <= y), noded.var'é)
[-8] ordered?(ncdel.var!$)
[-6] ordered?(noded_var!'e) ST s s
Jomoemer R
[1]  x!7 <= uodol.urﬂ -
[2]  (checkall((LANBDA (y: T): y <= nodel vu'i) node2_var!f)
AND -
mggcnul((unm (y: 7): nodet_var'd <- y).
insert(x!7, node3_var'é)) T
AND ordered?(node2_var!'b)
AND ordered?(insert{(x!7, nocde3_var'é)))

Rule? (prop$)

By propositional simplificetion,
this simplifies to: .
ordered?_insert.2.2 : = -

{-1} ordered?(insert(xz'7, node3_var!8))
{-2)  (FORALL (x: T):
ordered?(node2.var!s)
INPLIES ordered?(imsert(x, node2.var!5)))
[-3]  checkall((LANBDA (y: T): y <= prodel_var!4), nodel.var!b)
[-4]  checkall((LAMBDA (y: T): nodel_var!4 <= y), noded_var's)
[-6] ordered?(node2_var!$)

-6 erdtud"(nodls-ur!a) L L

{1}  checkal1((LANBDA (y: T): nodei_verid <= y),
insert(x!7, noded.varte))
[2]  x!7 <= nodel.var'd

E




Rule? (rewrite "ordered?_insert_step”)
Revriting using orderedY.insert.step,
this simplifies to:

ordered¥_ insert.2.2 :

[-1]) ordered?(insert(x!7, noded_var!6))
[-2] (PORALL (x: T):

ordered?(node2 var!f)

INPLIES ordered?{insert(x, node2_var'f)))
[-3]  checkald((LAMBDA (y: T): y <= nodei_var'4), node2.var!f}
[-4]  checkald((LAWBDA (y: T): nodei.var!4 <= y), node3_var!é}
{-5] ordered?(node2.var!s)
[-6] ordered?(nodeS.var!s)

{1 nodei.varld <= xt7

[2]  checkall((LANBDA (y: T): nodei_varid <= y),
insert(z!7, moded.var!é))

[3] =17 <= nodei_var!'d

Rule? (typepred "obt.<="})

Adding type constraints for obt.«<=,
this siwplifies to:
ordered?_insert.2.2 :

{-1} total.order?{T](obt.<=)
[-2)  oxdered?(insert(x!?, nodeS.var!e))
[-3]  (FORALL (x: T):
oxdered¥(node2_ var!b)
INPLIES ordered?(insert{x, node2_vartf)))
[-4) checkall ((LANBDA (y: T): y <= nodei_vart4), nodeZ.var'f)
[-8)  checkall((LAMBDA (y: T): nodei_var'4 <= y), nodeS.var!8)
- [-8] ordered?(node?_ver'E)
[-7]  ordered?(noded.var!8)

(1) nodel.vartd <= x17

[2]  checkall((LANBDA (y: T): nodei_varid <= y),
insert(x!7, node3S_var'!e))

[3] x!7 <= nodei.vartd

orderedt.insert.2.2 :

{-1} nodei.var'4 <= xi7 OR x!7 <= nodei_var!i4
(-2  oxdered?(insert(x!7, node3_var!é})
{-33 (PORALL (x: T):

orderedT(node2.var!$)

INPLIES ordered?(insert(z, node2.var?!b)))
{-4]  checkall((LANBDA (y: 7): y <= nodei_var!4), node2.var!f)
[-5)  checkall((LANBDA (y: T): modei.vari4 <= y), noded.var!é)
[-6] ordersd?(nodel.vertB)
[-7]  orderedt(modeS.varie)
[1] nodei.varid <= x!7
[2]  checkall((LANBDA (y: T): nodei.var!4 <= y),

insert(x!7, nodeS.varts))

[3]  x!7 <= nodei_vartd

Rule? (prop$)
By propositional simplification,

This completes the prot'o! of ordered?.insert.2.2.

This cowpletes the proof of ordered?.insert.2.
Q.E.D.

Save the new proof? (Yes or No) yes
Vould you 1ike a brief printout ef the proof? (Yes or No) yes
ordered?.insert :

{1} (FORALL (x: T), (A: binary.tree):
ordered?(A) INPLIES ordered?(insert(x, 4)))

Inducting on A,
which yields 2 subgeals:

157

Rule? (rewrite “totst_order?™)
Rewriting using total.order?,
this sinplifies to:
ordered?.insert.2.2 :

{-t} FORALL (x, y: T): x <= y OR y <= x
-2 ordered?(insert(x!?, noded.vart's))
[~-3]  (FORALL (x: T):
orderedt(node2.var!6)
INPLIES ordered?(iamsert(x, node2.var!f)))
[-4]  checkadl((LAMBDA (y: T): y <= nodei_var!4), model.var!s)
[-6]  checksl1((LANBDA (y: T): nodei_var'4 <= y), noded.var'e)
[-8] ordered?(node2_varib)
[-7)  ordered?(noded.varis)

[1]  nodei._var'd <= x!I7

[2)  checkal)({LANBDA (g: T): modei_varid <= y),
ingert{z1?, noded.ver's))

[8] =x!7 <= nedei_varid

Rule? (quant?)

Found substitution:

y gots x!7,

x gets nodel.verld,

Instantiating quantified veriables,
this simplifies to:

orderedt._insert.i :

{1} (FORALL (x: T): ordered?(leaf) INPLIES ordered?(insert(x, leat)))

For the top quantifier in 1, we introduce Skolem constants: (x!3)

Applying disjunctive simplification,

Revriting using imsert,

Revriting using ordered?,

Invoking decision procedures,

Installing automatic rewrites:
binary_tree_rec(T, booll,

Splitting conjunctions,

which yields 2 subgoals:

ordered?.insert.i.1 :
{-1} ordered?(leat)
[ pam——

{1}  checkadd((LAMBDA (y: T): y <= x!3), leaf)

Revriting using checkall,
This cowpletes the proof of orderedt.insert.i.i.

ordered?_insert.1.2 :
{-1} ordered?(leat)
[por—

{1)  checkal2((LANBDA (y: T): x!3 <= y), leat)

Rewriting using checkall,
This cowpletes the procf of ordered?.insert.i.2.



ordered?.insert.2 7

[ I—
{1} (FORALL (nodei_var: T), (mode2.var: binary.tres), i
(noded_var: binary tree):
(FORALL (x: T):
ordered?(node2.var) INPLIES ordersd?(insert(x, node2.var)))
AND
(FORALL (x: T):
orderedt{noded var)
INPLIES ordered?(insert(x, node3.var)))
INPLIES
(PORALL (x: T
ordered?(node{nodei_var, node2_var, noded var))

INPLIES

ordered¥{insert(x, node(nrodei_var,
node2._var,
nodel.var)))))

For the top quantifier in 1, we introduce Skoles constants:
(nodei.var!4 node2.var!E noded.varis)

Applying disjunctive simplification,

For the top quantifier in i, we introduce Skolem comstants: (x'1
Revriting using ordered?,

Applying disjunctive simplification,

Revriting using insert,

Lifting IF-conditions to the top lavel,

By propositional simplificatien, L

vhich yields 2 subgoals:

ordered?.insert.2.2 :

{-1)} (FORALL (x: T):
ordered? (aodca.vu 1 B)

INPLIES ordnnd?(lnnn(x. nodo!-nr'ﬁ)))
(FORALL (x: Tyt ———:
ordered?(noded.var!6)
INPLIZS ordersd?{imsert(x, noded.var!®))) -~

3 chockall {(LANBDA (y: T): y <= nodei.var!4), nodelrv )
-4} checkall((LANBDA (y: T): nedeivari4 <= yr node3_varié)
5}

6}

erdered?(node2 var!f)
ordered? (node3_varié)
Fpm—
}  x!7 <= nodei_var'd
}  orderedt(node(nodei.varid,
. nodel.var!h,
insert(x!?, noded.var!e)))

Rewriting using ordered?,

Instantisting quantified variables, e

By propositionsl simplification,

Revriting using ordered?.insertstep,

Adding type constraints for obt.{s, T T
Rewriting using totel.order?,

Instantiating quantified verisbles,

By propositional simplificatien,

This completes the proot of oxdond!-lnuﬂ 2.2.

Q.E.D.

158

ordered?_insert.2.1 1 : EEE TR .
Rl st - 3

{-1} x!7 <= nodet_var'd
{-2} (FORALL (x: T):
ordered?(nodeZ.var16)
IKPLIES ordered?(insert(x, node2.var!$)))
{-3} (FORALL (x: T):
ordered?(nodeS.var!e) - Sita e
INPLIES ordered?(insert(x, nodos ur'c))) i
{-4}  checkall((LANBDA (y: T): y <= nodei_varf4), nodel.var's)
:-5) checkall((LANBDA (y: T): modei_var!4 <= y), nocded_var's)
o)
1-7)

ordered?(node2.var!f)

ordered?(node3.var!é) . - IO
{1}  ordersd?{node (nod.i-vu'(.

insert(x!7, nodeZ.wvar!b),
node3_var!8))

Rewriting using ordered?,
Instantiating quantified varisbles,
By propesitionel simplification, _
Revriting using orderedT_insert_step, ’

This completes the proof of ordered?_insart.2.i.-. B

O U A IR TR IR Y R T T TR BT}

Notes on the Language

The core logic Is a S|mply typed h:gher—order
logic. -

Specmcahons are st{ggtured into parametnc ]

theorles.
Types can be parameters

Assumptions can be used to constram the
parameters.

0T R

Set-like predicate subtypes can be defined.
These make the domains and ranges of
operations explicit.

Theorem proving Is employed to carry out

typechecking. - - R e T

Automatic facilitiy for generating abstract
datatype theories. S

15
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Notes on the P_roof checker
Sequent representation for proof goals.

Backwards proof construction by applying
reductions.

Heavy use of powerful decision procedures for
equality and Inequality.

Powerful primitive inference steps.
Roughly twenty such steps.

Strategy mechanism for encapsulating proof
patterns.

Ability to save and rerun proofs and partial
proofs, and display proofs.

16
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Conclusions

PVS exploits the synergy between language and
inference.

The combination of powerful inference steps:
decision procedures, rewriting, propositional
simplification, etc., makes It effective to develop
proofs that are both certified and convincing.

Future goais:

e To enhance the language to further exploit
the inference capabilities

e To generate readable proof outlines

e To make proofs robust and casier to
maintain

17
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Logical Foundations of Computing
over the Floating Point Reals

Richard Platek

Odyssey Research Associates, Inc.
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Logical Foundations of
Computations over the Reals

Richard Platek
Odyssey Research Associates
ORA

12 August 1992
NASA FM Workshop

© ORA Corp, 1982
SL-0046
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Two ORA Technical Reports

"Verification of Numerical Programs Using Penelope”

"Denotational Semantics of Numerical Programs”

© ORA Corp, 1992
SL-0046 2

Basic Problem

What does it mean to say that a given program "computes” a real valued
X
function such as sine x or & when it never really does?

Classical answer:
The program computes an approximation which is "sufficiently accurate”

But what does that mean?

© ORA Corp, 1992
SL-0046 3
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Two Fundamental Problem Areas

O Scientific Computations

simulations, cacluation of engineering solutions, numerical experiments to
explore theories, "number crunching” as part of experiments

correctness is vital for decision making
O Embedded Computations
computers as part of coninuous systems

sanse-compute-activate

© ORA Corp, 1992 :

Botton Up Interpretation

Woe reason at the level of the CPU and Floating Point processor so that we can
calculate tight error bounds and we use numerical analysis techniques to
estimate the accuracy of the computation.

Perfectly fine, but too concrete

A. Numerical Programs are not written in machine language or assembler.
They are written in higher order languages like Fortran, C, Ada. The
_concrete analysis is not portable across CPU’s.

B. The concrete analysis is not portable across FPP's. We should reason in
terms of the IEEE floating point standard or the Brown model.

In particular, our specs and proofs should be independent of the word length of
the machine reals except in so far as the word length is knowable at the
programming language level (e.g., Ada’s float'small)

© ORA Corp, 1992 ' Y
SL-0046 5 / —\,Jél

b
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Verifying floating point computations

O Algebraic properties of floating point operations are a mess, and detailed
descriptions are highly implementation dependent.

O Little automated support exists.

0 We are incorporating support for both quantitative and qualitative error
analysis into Penelope.

This talk concerns qualitative error analysis.

© ORA Corp, 1992
5L-0046 6

Sources of error

O Roundoff error
O (Mathematical) Truncation error

O Implementation strategies (modeled by non-determinism)

© ORA Corp, 1992
SL-0046 7
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In both C and Ada the statements

X 1=y * z;

may set w to either 0 or 1 I}l

-

Strategies

if x =y * z then w := 0 else
w := 1 end;

© bRA Corp, 1992
SL-0046 8

T T T e, T T R D I R TR

Qualitative error analysis

are present but "negligible”

Not equivalent to assuming that error is non-existent

-

Intuitively: prove programs under the assumption that various sources of error

© ORA Corp, 1992
SL-0048 9
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Qualitative analysis of roundoff error: asymptotic
correctness

Mathematical modael via limits

If a program is run on increasingly accurate machines, then its answer
approaches the specified result in the limit.

Mathematical model via algebra
Use a mode! of "approximate reasoning.”

The algebraic model is easier to use

© ORA Corp, 1992
SL-0046 10

e e T PRSI T e P P SR e e e T e g
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Algebra for approximate reasoning
Introduce additional predicates on the *“real
numbers”

g~y zisclose toy

z%y zisnotclose toy
z<Yy z <y orzisclose to y

‘”fcy z <y and z is not close to y

Relations to standard operations
T=Y=>ITRY

ziy:)a:(y:ﬁ»m_{y:wc’gy

© ORA Corp, 1992
SL-0046 11
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Substitution in Approximate Reasoning

If f is continuous, z =~y = f(z) = f(y)

Therefore,
r~z)and ymyr =2z +tyRar -+
But comparisons are not continous

z~y and £ < z does not imply y < 2

-

© ORA Corp, 1992
SL-0046 o 12

Algebra of approximate reasoning

Mechanical translation of (many) facts of ordinary algebra to facts of
approximate algebra.

For example:
(z+1)° >z

translates to

((E+1)Qi$

© ORA Corp, 1992
SL00d6 13 m
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floating point operations

Mode

Introduce specification predicate for each basic operation
fplus(z, v, z):

z is a possible result of evaluating = *+ Y

Sample property:

fplus(z,y,z) > z=z+y
fle(z,y,b):

b is a possible result of evaluating z <=y

Sample properties:

fle(z,y,true) == 2 <y
K fle(z,y, false) =z > Y
© ORA Corp, 1992

Example specification and proof

function mysqrt (a,small : in float) return float;

should compute the square root of a to within small

-

© ORA Corp, 1992
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IN a > 0.0 and small > 0.0
RETURN z SUCH THAT |22 — a| < small

N

© ORA Corp, 1992 ' T

e v e
T T T S T R R R R R PRSP TT AR

Amended specification of mysqrt

IN a > 0.0 and small i 0.0
RETURN z SUCH THAT |22 — a| < small

-

SL-0046

170
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For any a > 0,
va = limit; ,coT;
where

To a1
Tiy1 = 1/2(z; +a/x;)

© ORA Corp, 1992
SL-0046 18
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Code for mysqrt

N

function mysqrt (...) 1is
x : float;
begin
if (a <= small) then
return 0.0;
end if;
x = a+ 1.0;
while (x*x—-a >= small) loop
x 1= (x+(a/x))/2.0;
end loop;
return x;
end mysqrt;

Loop invariant annotation:
small, x, a, (x? — a) 2 0.0

-

© ORA Corp, 1992
SL-0046 19

171



o A A AT A P A T L P s P A 30 b SaONP O NI S o SN s st sy o s o L I C e L ey
B e e S T aTmers =,

Proving termination of the loop

Proving termination of the loop
Loop bound annotation:

loop bound x2 — a
contraction 1/4
lower bound small

o

~ © ORA Corp, 1992 3]
SL-0046 20

function sqrt (a:= in float) return float

is
begin
return mysqrt {a, float’small};

end;

© ORA Corp, 1892 m
S1.-0046 - 21
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Embedded Systems

Want to be able to reason about computer controlled real world systems.
Want to know what the system does in real space/time.

The total syste can be described by logico-differential equations.

o

© ORA Corp, 1992
SL-0046 22

Example
State variables

x(t : Real) : Real
y(k : Int) : Int

Transition Relations
g‘é = f(x(t), y{&)
y(k+1l) = g (x(1), y(k))

tr = max integer £ t

.

© ORA Corp, 1992
SL-0046 23
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Formal Safety Analysis

Nancy Leveson
University of California at Irvine

P
RECEDING PAGE BLANK NOT FilMeD
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Derivational Techniques for Hardware

Steve Johnson
Indiana University
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Design Derivation*

Steven D. Johnson
and
Bhaskar Bose

Computer Science Department
Indiana University

[ Design derivation
formalised methods
deduction, derivation, elc.

The DDD aystem
Syntax
Aspecta of design algebrs

Experimentation
FMB50x detivation
FM9001 derivation

Conclusions
Multimodal reasoning
Hetergeneous formal systems

Thanka to: NSF MIPES-21042, NOT 50881

L

/U Augem 1K, TIT

b

-
L]
b parity hd
4 P

] s
majority
FA
(W

TITO Aagut 18, 1093

T T IR

216

\

Design derivation

Jormal system

¢ a language, rules of syntax

o lransformations, mles of reasoning

formalization

o representing designs as expressions

® representing designing as an inference process

For example, verification

s proof of an implementation, E | I O S

¢ derivation of an implementation, S £ I

I/TU Kageet 12, 083

FA(a, b,c) += (5.9)
where

5 = obc + ahe 4 34 + obF
& = obe + ab? + abc + Bhe

=H I~

2l
H
|

FA

FAle b0} = (s.9)
where
s = (ob + 2}z + (b + BB}

¢ = ab+ (el +ab)c

l ueatification

Fala,b.c) ¢ (2.7)
where
1 =dt+de
d=e¢tde
d=absub
e =ab

l abafraction

FA(a,b,c) & (s,7)
ere
(s.p) = HA(s,¢)
e =rip
{g.7) = HA(a,b)

14

HA(e,8} &= (3.}
ere

s =abiab
c=ab

FOI/TU Aagaet 185, 1083
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e
i«!n’{-ﬂt)mﬂa,ic!
1 | ab +(ad + Bb)c woume
2t ek swwme
211 e amume
2| abe Vi, 41,221
3 | abct ale AlL212
3 lecDabctalt 51,221,113
LETRE] assume
2| b2 vi 21,241
3 | abe+ ale AL24Z
8 [2Dabc+ad2 57,241,243
6|lcet excl. middle
T | ohe 4 ab2 AE, 18,185,133
8 | maje,b.c) ALY
3 [ab > maj{a,b,0) 51,221
A [1T(ed+ab) sssurne
2| d4+ub vE, 42
Ile vE, 41
4|« smume
1] ke vl 43,441
13 | maje,d.c) AlL 442
5 | b D> maj(a,d,c) o7, 441,44)
LADED assume
2| ake VI, 43,461
2] maje.bc) AlL482
T { % D maje,b,c) 01,481,483
LA maj{a.d,c) AE, 41,4547
5 [ (el + 3b)e Dmaj{a,b,c) D21,41,48
8 | mae,b,c) AE1,3,5
\

Deduction and Derivation. ..

o have a lot in common
o reflect common modes of reasoning
o involve “proof engineering”

o should be integrated

WD Angust 14, 1993

(DDHD)

Digital Design Dcrivation system

_

® Specialized for digital system derivation

® An interactive transformation system based on
first-order® functional expressions

Functionsl Methode

Functional
Programming

W I/TT gl 18, 1997

217

E=IDS
s TE
= 5 (G) e R
=2 53 (C3) . ,; 'R;
H

H

= 5 () ar »
= I . 3 ]

] S reit. k

TOI/TU Aaged 18, V02

DDD as a formal system

® A core of secure algebra
o Extensibility

o Derivation management

Modes of expression

behavior

“dats class®

\..

T Angest 18, 1001



Single Pulser

Y 2

“SP generates a wail pulse for every pulse received”

g

IO Auguet 18, 1008

define (SP In) = Dut
- where
X = (con$ 0 In)
Dut = (and$ X (not$ In))

In=(0,0111000..)
Xx=1{(00011100,..)
out = {0,0,0,0,0,1,0,0,...)

-

T Aogout 16, TOUT
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define (SO0 In Out) =
(it (= 0 (? In))
(S0 (> In) (' O Out))
(1 (> In) (! 0 Out)))

define (S1 In Out) =
(it (= 0 (? In))
(80 (> In) (' 1 Out))
(s1 (> In) (! O Dut)))

_

OITT Anguet 18, 1000

@ Behavior to structure:

define (FACn) = (Fn 1)
vhere
(F u v) = (it (zero? w)

v
(F (dcr u) (mpy u v)))

define (FACsystem m) = (list V R)
vhere
U = (con$ n (DCR U))
Vv = (con$ t (MPY U V))
R = (ZERD? U)

_

DITC Angest 18, 80
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FM8501 specification [Hunt]

{dofa SOFY (reg-tila real-sem c-fieg v-Tlag 2-fiag n-Tlag lsv)
it {mijetp 1et)
(118t rag-file real-nen a-Tlag v-flag s-Tlag u-Tlag)
{SOFY (reg-fI]e-sttar-opri-b-post-increneat
rog-fils resl-sem c-flsg v-flag 31-Tieg n-Tfing)
(real-sen-sfter:
og-Tile resl-som c-Tlag v-Tiag 2-Tlag a-f

|

t (ewrrent-instrection vag-tile real-sen))

e reg-?1le real-nes ¢-flag}))

{wpdote-v
(v-£c-sot Lecurrant-instruction vag-file real-new)}
-1
(v (wv-olu-cv-resuits veg-file real-nem c-11eg}))
{updety-v
{s-te-sot {currast-Inetruction reg-file real-nes})
3-Ting
(zerop ( (o (or
Tog-file reat-ses c-flag)) P}’
(update-v
(L (ewr lon reg-file 1]
a-flag
p (e (XS te

v Tog-1ils real-sen e-flag})))}
(cér 1))

-

DT Angout 1N, ROT

define (FACn) = (FO n 1)
where
(FO u v) = (if (zero? u)
v
(F1 u (mpy u v)))

(F1 u v) = (FO (der u) v)

L

MOV Aogust 18, 1ORT
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Serialization

define (FACsystem n) = (list V R)
vhere

U = (con$ n (DCR U))

V = (con$ 1 (MPY U V))

R = (ZERO? U)

A o)

g

WOI/TT Angus 35, 10T
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FM8501 implementation [Hunt]

(dofn BIC-RACEINE (mar reed write dtuch reest No-Store date-out
2
a-reg brog {
semory-vatci-dog-hlstory orscls}

it {adiatp eracis)

{156t mar veod write dtack rasst 30-2tore dati-out reg-Tile
oddr-ont c-flag v-TIng i-flag u-Tlag a-veg b-rag i-rag
viewsl-naw rasl-sem wewory-vatch-dog-kistery)

{R10-NACEIUE {war mar I-rag dtack reset no-store)

{rond i-reg)
{write war i-reg ma-grore)
{dtack (cor oracie))
{reset (car orscle))
{no-ators Ro-atore c-Tlag v-Tisg 2-Tlag n-flag
1-reg wer)
{date-out dati-out A-ref b-reg c-flag 1-reg mar)
(reg-tile reg-file duts-out -reg mar Ra-store
reset)
-out reg-file I-reg war reser)
Tog ®ar)
Tog b-reg c-flag 1-reg sar)
Teg W-reg ¢-Tlag i-reg sar)
(s-tlag n-TIN 8-veg V-reg c-flag 1-reg war)
{a-reg u-vag vissal-ues rog-file i-reg wor reset)
{b-Tog W-reg -nem rog-fila 1-reg mar reset)
{i-reg i-reg visual-ses sar)
(vieval-nea real-wen voad write addr-out
Bemory-veteh-dog-histery
{ataex {car 1e))
{reset [car o o))}
(ren)-uom rosi-nes reud write eddr-out datn-out
weBoTy-Fetch-fog-hiatory
(deack [cur srscle))
[resst [car oracle)})
{setch-dog resd write (dtack (car orncle))
Sata-cut sddr-out)
{edr oracla)
m
—

WDITU Aogent 18, 99T
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Block diagram of BIGmachine
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Superimposed architectures
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Architecture derived from SOFT
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Detail of a local factorization

WDI/TU Angust 18, FORS




Physical organization of FM8501

\

WOITY Aageet 18, 19UD

-
Experiments with FM8501/2
FMES0x

(derivation)

- (o ]
BiGarchitechwe ?
;m’m»‘.‘m‘)k‘-\“wx\\\mg
Logh Synthesis
-

D Auguet 18, 1993
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%- Structural manipulation
) _
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VOI/TU Angont 18, 1000

8
%s Procedural abstraction
o .
define (FACn) = (Fn 1)
vhere
(Fuv) = (if (zero? u)
v
(F (dcr u) (MPY u v)))
define (WPY n m) = (M n m 0)
vhere
Mwxy)s= (if (zero? wv)
y
(it (even? w)
M (/2 v) x (»2 y))
M (/2 w) x (+ (*2 y) x))))

TOI/TT Avguet 13, 1993



%s Incorporating procedures

o}

define (FACn) = (Fn 1 0)
vhers
(Fuvwzx)= (if (zerc? u)

v
(Mavvu))

Muvwx)= (if (zero? u)
(F (dexr x) w O #)
(if (even? u)
M (/2 u0) v (»2 %) x)
N (/2 u) v (+ (*2 w) v) X)))

HT/TY Augoet T, 1907

(B B

. B

Design derivation

Construction of an implementation by equivalence
preserving transformations.

&= £ 2 6= = &

@ maintaining the global view
@ making local transformations
@ mundane design

O no “complete” algebra

O fixes “cquivalence”

) inhibits cleverncss

HTIT Aagast 12, VoS

L J
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,4> s Secquential Decomposition
1] [ S SR
: )

FAC * MPY

w __11
—

- L m >—

dore _)
"“"_"———<l;;

(FOuvmdm) =
(it (zero? u)
v
(cont (list 1 u v)
(Fiuv Om (>dm))))

(Fluvmdm) =
(con$ (list 0 u v)
(if (hi? (7 dm))
(FO (der w) (7 m) (> m) (> dm))
(Ftuv (>m) (> dm))))

1OI/TU Saguet I8, IrO8

Interactive verification

L , _

WU Angost 18, 99



Results of Workshop Survey

Each participant at the workshop was asked to complete a detailed survey.! Fifty-three people returned
the survey; this section presents the results.

For each question asked on the survey, the specific question is reproduced and the answers to the question
are tabulated below. If a person circled multiple answers to a question for which only one answer was
expected, the results were weighted. For example, in response to question 2, one Formal methods developer
circled both b and c. This was tabulated as 0.5 for b and 0.5 for ¢.

Totals or averages are given where appropriate. Not every person answered every question on the survey,
80 the totals for different questions may vary.

1. Vhat is the nature of your organization?

a. University b. Formal methods developer
¢. Government d. Aerospace industry
Question 1
a b ¢ d e
Industry 0 0 0 22 &6
Government 0 0 14 0 O
University 2 0 0 0 O
FM Developers 0 9 0 0 0

Note: Six people did not believe that the four listed choices accurately described the nature of their
organization. The specific answers given were: transportation, railway transportation, non-profit
R&D org, industry/commercial, other, and don’t know. For the purpose of recording the answers, these
6 surveys are grouped with Industry.

2. VWhat is your primary job function?

a. Basic research b. Applied research c. Product development
d. Management e. Other
Question 2
a b c d e
Industry 1 17 5 2 3
Government 1 b 0 4 3
University 1 1 0 0 0
FM Developers 3 15 05 4 0
Totals 6 245 55 10 6

3. Please rate your understanding of formal methods theory and practice:

a. Novice b. Somewhat familiar ¢. Knowledgable
d. Considerable eo. Expert
Question 3
a b c d e
Industry 8 10 6 4 O
Government 6 4 3 0 1
University 6 0 0 1 1
FMDevelopers 0 0 0 1 8
Totals 14 14 9 6 10

INASA Langley personnel involved in planning and conducting the workshop did not fill out a survey.
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Note: One of the goals of the workshop was to attract people with widely varying understanding of
formal methods. These numbers suggest that this goal was met.

4. What is the general level of awareness of formal methods within your organization?

a. None b. Minimal c. Sparss
d. Moderate e. Considerable
Question 4
a b c d e
Industry 7 13 4 1 3
Government 4 8 1 0 1
University o0 0 0 2 O
FM Developers 0 0 1 0 8
Totals 11 21 6 3 12

5. Before attending this workshop, how would you have rated the state-of-the-art of
formal methods in terms of its potential for immediate application?

a. Fot usable b. Needs more time c. Nearly ready
d. Ready now e. Has been ready

Question 5

a b ¢ d e

Industry 4 16 4 3 1

Government 2 5 4 11

University 0 1 1 0 0

FM Developers 0 0 6 1 1

Totals 6 22 15 5 3

Note: Three FM developers, one who answered d and two who answered c augmeﬁted their responses
with the comment “for some applications.”

6. Now that you’ve attended this workshop, how would you rate the state—of-the-art of
formal methods in terms of its potential for immediate application?

a. Not usable b. Nesds more time ¢. Nearly ready
d. Ready now o. Has been ready
Question 6
a b ¢ d e
Industry 1 16 8 3 0
Government 0 4 6 2 0
University o 0 2 0 O
FM Developers 0 0 7 1 1
| Totals 1 20 23 6 1

Note 1: See note for Question 5. ,
Note 2: The results to this question demonstrate that the workshop did alter some people’s perceptions
of the state-of-the-art. Particularly interesting is that before the workshop, the perception of the state of

the art by nine people was at one or the other extreme, but after the workshop, the number of people at one
or the other extreme was reduced to two.
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T. Please rate the extent to which formal methods is practiced today within your

organization:
a. Never b. Seldom c. Sporadically
d. Occasionally - o. Often
Question 7
a b ¢ d e
Industry 15 9 2 1 1
Government 9 3 0 2 0
University 0 0 0 1 1
FMDevelopers 1 0 2 1 5
Totals 25 12 4 5 7

Note: One FM developer answered a, and added the comment “on our own systems.”

8. When do you think that formal methods will be used oftem in your company?
a. 0-2 years b. 2-5 years ¢. 5-10 years
d. 10-20 years e. Never

Question 8

Industry
Government
University

FM Developers
Totals 1

RN O W =T
MO O o WA

YO = b | @
= - 03 N O
o O Qo

Note: An individual from industry answered ¢ with the comment “unless required by customers
earlier.” '

9. How difficult do you feel it is to put formal methods into practice?

a. Extremely b. Very c. Moderately
d. Somewhat e. None at all
Question 9
a b ¢ d e
Industry 7 9 12 0 O
Government 2 7 4 10
University 6 1 1 0 0
FMDevelopers 2 3 4 0 0
Totals 11 20 21 1 0

10. Are you personally inclined to apply formal methods on a design project in the near

future?
a. Strongly inclined b. Noderately inclined c. Indifferent
d. Wot inclined e. Would quit first
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12.

Question 10

: a b ¢ d e
Industry 13 9 1 5 0
Government 8§ 6 0 0 O
University 2 0 0 0 O
FM Developers 6 3 0 0 O
Totals 20 18 1 5 0

How well prepared are the professionals in your organization through education and

previous training to absorb the technology of formal methods?
a. Minimally b. Somewhat c. Adequately
d. Receptive e. Well prepared

Question 11

o

Government

University

FM Developers 1
Totals 23 1

a
Industry 15
7
0

DD =~y

O O WA
-0 O Oy
Ol=~1 O O e

In your organization, which of the following obstacles exist that inhibit or

prevent the use of formal methods? {check all that apply)

—._ Management believes it is impractical (Mgmt)
—_. Engineering staff believes it is impractical (Eng)
—__ Lack of sufficient knowledge about formal methods (Know)
——— Lack of required skills (Skill)
—_ Up-front cost too high (Cost)
—__ Have had negative experiences in the past (Neg)
——_ Do not believe it is useful (Not)
—_. No obstacles exist (None)
Question 12
Mgmt Eng Know Skill Cost Neg Not None
| Industry 10 13 24 20 10 4 6 2
Government 5 4 13 11 6 1 4 0
University 0 0 1 0 0 2 0 0
FM Developers 1 2 1 1 3 0 0 4
Totals 16 19 39 32 19 7 10 6

Note: An industry representative checked No obstacles exist, but added

funding.”

13.

the comment “except

How would you rate the potential benefits of using formal methods?
a. Negligible b. Somewhat useful c. Moderately useful

d. Helpful e. Significant
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Question 13
a b ¢ d e
Industry 0 5 1 4 18
Government 0 01 4 9
University 0 0 0 1 1
FM Developers 0 0 1 3 5
" Totals 0 5 3 12 33

Note: A person from industry circled e, but added the caveat, “if it does all that is advertised.”

14. How would you rate the costs of formal methods technology relative to the costs of
current practice?

a. Excessively higher b. Somewhat higher c. Equivalent
d. Somewhat lower e¢. Much lower
Question 14
a b ¢ d e
Industry 4 13 5 4 2
Government 2 8 0 05 15
University 0 2 o 0 0
FM Developers 0 2 5 0 0
Totals 6 25 10 45 3.5

Note 1: A government representative circled e and added “over system life cycle.”
Note 2: Anindustry person circled a, with the additional comment “don’t see FM replacing anything
--- it only adds confidence and cost to date.”

15. How aggressively would you recommend your management pursue the use of formal
methods technology?

a. Forget it

b. Keep up with developments

c. Attempt small pilot projects

d. Attempt larger applications

e. Full speed ahead
Question 15

a b c d e

Industry 0 6 20 2 0 o
Government 0 05 105 2 1
University 0 0 2 0 0
FM Developers 0 0.5 2 45 1
Totals 0 7 345 85 2

Note: One industry representative answered ¢ and added the comment “to completion!”

16. How much empirical evidence on the benefits of formal methods do you feel is
available for managers to make informed decisions regarding its use? -
a. Insufficient b. Nearly sufficient c. Adequate
d. More than adequate e. Plentiful
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17.

18.

19.

Question 16

" a b ¢ d e
Industry 2 2 3 01
Government 8 2 3 0 0
University 1 01 0 O
FM Developers 4 3 0 0 2
Totals 35 7 7 0 3

Rate the importance of reusable formal verifications such as verified clock
synchronization circuits and verified software modules.

a. None at all b. Somewhat c. Moderately
d. Very e. Extremely

Question 17

a b ¢ d e

Industry 2 2 7 6 10

Government 0 5 4 3 O

University 0o 0 0 1 1

FM Developers 0 0 0 4 4

Totals 2 7 11 14 15

Rate the importance of generic tools (such as, semi-automatic theorem provers,
specification language typecheckers) that can be applied to software/hardware

development. n e m e e i
a. None at all b. Somewhat c. Moderately
d. Very e. Extremely

Question 18

a b ¢ d e

Industry 0 2 5 11 10

Government 01 4 6 3

University 0 0 0 0 2

FM Developers 0 0 2 2 5

Totals 0 3 11 19 20

Rate the importance of the capability of formal methods to produce trustworthy
solutions of difficult problems in computer science.

a. None at all b. Somewhat c. Moderately

d. Very e. Extremely

Question 19

Industry

Government

University

FM Developers
Totals

D s - QO T
O|—= O & Ty
=1 CRETR N X =5
W O O30
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Note: Anindustry person wrote: “(a) who cares (practically) about CS? (c) for real problems.
Ve need trustworthy solutions to real problems!”

20. Where in the life-cycle do you feel formal methods can be applied most cost-

effectively? :

a. Requirements b. High-level design c. Detailed design

d. Implementation e. Maintenance
Question 20

a b c d e

Industry 15.5 8 35 05 05 .
Government 933 283 133 05 0
University 045 045 045 045 0.20 l
FM Developers 167 5.67 0.33 0 033 |
Totals 2695 16.95 561 145 1.03

21. Vhere in the life-cycle do you feel formal methods can yield the most significant
benefits, irrespective of cost?

a. Requirements b. High-level design c. Detailed design
d. Implementation e. Maintenance i
Question 21
a b c d e
Industry 20.33 283 333 0 056
Government 933 1.83 083 0 0
University 1.33 033 033 O 0
FM Developers 15 1.5 3 1 1
Totals 325 65 45 1 15

22. How long does it take to become proficient in formal methods?
a. Less than 2 wveeks b. 2 weeks to i month c. 1 to 6 months
d. 6 months to 1 year e. 1 to b years

Question 22 -

Industry
Government
University

FM Developers
Totals

CIOoO O OIS
Slo o oo
= O = N O
@O =J O v Ol O
o N O Ol

Note 1: Two people, one from government and one from industry, said that the answer to this question
was “dependent on background.”
Note 2: A person from a university circled e, and annotated the answer with “or more.”

23. What is your opinion of the following statement: ‘‘Proficiency in formal methods
requires a high degree of mathematical sophistication.’’ ?
a. Agree strongly b. Agree ¢. ¥o opinion
d. Disagree e. Disagree astrongly
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24.

Question 23

a b ¢ d e
Industry 9 14 1 2 2
Government 5 6 1 1 0
University 0 1 0 1 ©
FM Developers 0 6 0 2 0
Totals 14 27 2 6 2

Note: An industry representative circled a, but added, “but it shouldn’t be the case!”

To each of the following areas assign a number from 1 to b to denote the importance
of the area. Use 1 to denote that the area is extremely important, and 5 to denote
that the area is not important at all. Please assign a 0 to any area about which

you have no opinion.

Basic modeling techniques

Code verification (especially for Ada)
Education and training .
Integrated verification systems
Mechanical theorem provers

Reusable deductive theories (libraries of definitions and theories)

Reusable, verified software libraries

Specification languages
Worked examples

Special purpose verification tools (such as Spectool, DDD, & Penelope)

Question 24: Industry
0 1 2 3 4 5| Avg
Model. Tech. 3 11 8 4 2 0 1.9
Code Verif. 4 10 5 6 3 O 2.1
Education 2 15 10 0 0 1 1.5
Int. Ver. Sys. 4 10 6 5 3 0 2.0
Mech. T.Prov. 4 2 11 7 4 0 2.5
R Ded. Theoo 5 5 11 3 4 0 2.3
R. Soft. Lib. 2 7 1 3 5 0 2.2
Sp. Purp. Tool 5 0 7 14 2 0 2.8
Spec. Langs. 1 14 8 3 11 1.8
Examples 2 11 9 4 2 0 1.9
Question 24: Government
0 1 2 3 4 5] Avg
Model. Tech. 2 5 4 0 0 2 2.1
Code Verif. 2 4 2 5 0 1 2.3
Education 0 6 0 5 0 2 2.4
Int. Ver. Sys. 30 2 4 2 1 3.2
Mech. T.Prov. 1 3 2 3 1 2 2.7
R.Ded. Theo. 2 1 2 4 3 1 3.1
R. Soft. Lib. 1 2 2 4 3 1 2.9
Sp. Purp. Tool 4 1 2 4 1 1 2.9
Spec. Langs. 1 4 3 2 1 2} 25
Examples 1 6 2 2 0 2 2.2
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Question 24: University
0 1 2 3 4 5| Avg.
Model. Tech. 1 1.0 0 0O 1.0
Code Verif. 0 0 00 0O -
Education 0 0 0 0 0 O -
Int. Ver. Sys. 0 0 0 0 0 0 -
Mech. T.Prov. 0 0 0 0 0 O -
R.Ded. Theoo 0 0 0 0 0 O -
R. Soft. Lib. 0 0 0 0 0 O -
Sp. Purp. Tool 0 0 0 0 0 0 -
Spec. Langs. 0 0 0 0 0O -
| Examples 0o 0 0 0 0 0 -
Question 24: FM Developers
0 1 2 3 4 5] Avg.
Model. Tech. 0 6 2 1 00 1.4
Code Verif. 0 3 2 2 11 24
Education 0 6 2 1 0 0 14
Int. Ver. Sys. 0 51 2 10 1.9
Mech. T.Prov. ¢ 3 3 2 1 0 2.1
R.Ded. Theo. 0 3 6 0 0 O 1.7
R. Soft. Lib. 0 4 2 4 0 0 2.0
Sp. Purp. Tool 0 3 2 1 3 0 2.4
Spec. Langs. 0 3 6 0 00 1.7
Examples 0 5 2110 1.8

Note 1: Answers of 0 were ignored in calculating the averages.

Note 2: For a few respondents, the answers to this question seemed inconsistent with answers to other
questions. We suspect that some people may have failed to read the question carefully, and as a result reversed
the ordering (that is, used 5 to denote extreme importance and 1 to denote no importance); however, we
recorded their responses as given.

25. To each of the following tools and techniques assign a number from 1 to
6 to denote your perception of the usefulness of the tool/technique. Use
1 to denote that you believe the tool/technique may be extremely useful,
and 5 to denote that you believe the tool/technique is useless. Please
assign a 0 to any tool/technique about which you have no opinion.

——_ Boyer-Hoore .. DDD -—— EVES

——.. HOL = Modelisation ——- Tuprl

——_ Penelope ——_ PVS/Ehdm ——_ Safety analysis
——- Spectool R
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Question 25: Industry

0 1 2 3 4 5] Avg
Boyer-Moore 9 1 4 10 3 1 29
HOL 8 1 7 6 5 1 2.9
Penelope 12 0 9 4 3 0 2.6
Spectool 16 0 6 4 2 0 2.7
DDD 19 0 2 4 3 O 31
Modelisation 14 5 2 3 2 2 2.6
PVS/Ehdm 5 6 10 5 1 1 22
EVES 20 0 3 3 1 1 3.0
Nuprl 7 23 0 3 0 1 1 3.0
Safety Analysis 8 14 3 2 1 0 1.5
Question 25: Government
0 1 2 3 4 5]Avg
Boyer-Moore 7 1 3 2 0 O 2.2
HOL 8 2 0 3 0 O 2.2
Penelope i1 1 1.0 0 O 1.5
Spectool 13 0 0 0 0 O -
DDD 12 01 0 0 O 2.0
Modelisation g8 1.2 0 0 0 1.7
PVS/Ehdm 7 31 2 0 0f 18
EVES 12 0 0 1 0 O 3.0
Nuprl 12 0 0 1 0 O 3.0
Safety Analysis 5 5 1 1 0 1 1.9
Question 25: University
01 2 3 4 5| Avg
Boyer-Moore 0o 11 0 0 O 1.7
HOL 0 0 2 0 0 O 2.0
Penelope 1 010 00 2.0
Spectool 1 01 0 0 0 2.0
DDD 1 01 0 00 2.0
Modelisation 2 0 0 0 0 O -
PVS/Ehdm 0o 2 0 0 0 O 1.0
EVES 0 01100 2.5
Nuprl 0 0 2 0 0 O 2.0
Safety Analysis 1 0 0 0 1 0 4.0
Question 25: FM Developers
0 1 2 3 4 5] Avg
Boyer-Moore 0 06 5 1 0 0 2.2
HOL 0 0 3 2 2 0 2.9
Penelope 0 3 0 2 2 0 24
Spectool 1 3 03 0 0f 20
DDD 2 01 3 0 1 3.2
Modelisation 31 1110 25
PVS/Ehdm 01 5 1 0 0 2.0
EVES 1 13 2 0 0 2.2
Nuprl 0 0 0 1 4 2| 41
Safety Analysis 2 1 2 1 1 0 24
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Note: See the notes for Question 24.

26. How expressive should a formal language be?
a. Very expressive (such as Z and VDN) b. To the level of higher-order logic
c. To the level of 1st order logic d. To the level of Prolog
e. To the level of propositional calculus

Question 26

a b ¢ d e
Industry 14 6 2 1 0
Government 2 4 0 0 1
University 1 05 05 0 0
FM Developers 3 4 2 0 0
Totals 20 145 45 1 1

Note: Four people, one from industry and three from government, did not answer this question, but
wrote the following comments instead: “depends on application,” “to understanding of user,” “this
needs to be decided on the basis of the domain of application requirements,” and “depends on
when it is used.”

27. How important is it to have a specification language that can mimic the notation
typically employed in the problem domain? :
a. None at all b. Somewhat c. Moderately

d. Very e. Extremely

Question 27

a b ¢ d e
Industry 0 3 5 12 6
Government 0 2 3 2 5
University 0 0 0 1 1
FMDevelopers 0 0 3 4 2
Totals ' 0 5 11 19 14

Note 1: A member of the government answered e, and included the comment: “to be accepted by

the engineers and program managers.”
Note 2: Another government representative did not circle an answer, but wrote “It must not necessarily

mimic but must be readable by experts in the problem domain.”

28. How important is the availability of powerful decision procedures in a theorem
prover (for example, decision procedures for linear arithmetic and propositional
calculus)? ‘

a. None at all b. Somewhat c. Moderately !
d. Very e. Extremely H

Question 28

Industry
Government
University

FM Developers
Totals

(o] o I e B T e ] Y- )
WO O e o
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29,

Note: See the notes for Question 24. T o

To each of the following areas assign a number from 1 to 5 to denote your opinion
as to the importance of NASA sponsoring work in the area. Use 1 to denote that you
believe it is extremely important for NASA to sponsor work in the area, and b to
denote that you believe NASA should not sponsor any work in the area.

___ Theoretical reaearch (for example, developing theorem provers)

_ Applied research (for example, pilot projects applying formal methods)
Joint projects between traditional engineering groups and formal methods experts

_ Workshops such as this one

Question 29: Industry
0O I 2 3 4 5] Avg
Theorctical Research 0 8 5 7 3 5 2.7
Applied Research 0 19 6 0 0 3 1.6
Joint. Projects 0 23 2 2 1 0 1.3
Workshops 0o 17 7 2 2 0 1.6
Question 29: Government
0 1 2 3 4 5| Avg
Theoreticnl Research 0 3 5 1| 4 0 2.5
Applied Research 0 101 1 0 1 1.5
Joint Projects 0O 9 3 0 1 O 1.5
Workshops 0 1t 1 0 0 1 1.4
Question 29: University
0 1 2 3 4 5] Avg.
Theoretical Rescarch 0 0 1 0 0 2.5
Applied Research 0 2 0 0 0 O 1.0
Joint Projects 0 1 0 0 0 1.5
Workshops O 1 1 0 0 O 1.5
Question 29: FM Devclopaors
01 2 3 4 5] Avg
Theoretical Research 0 4 2 2 1 0 2.0
Applied Research 0 5 4 0 0 0 1.4
Joint Projects 0 5 4 0 0 0 14 |- - -
Workshops 0 2 14 2 1 0 2.2

Questions 30-32 were not multiple choice. Only a few represcntative comments from eachgr?grigt@ilal

category are included below. These comments are presented exactly as given; no editing has been done. For
these questions, Government and Universily participants have been grouped together.

30.

What formal methods have you used?

Industry: Boyer-Moore, cleanroom, Clio, FHDM, IOL, Spectool, temporal logic, VDM, Z

Gov & Univ; Boyer-Moore, cleanroom, DDD, EIIDM, HOL, VDM
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FM Developers: deer-Moore, Clio, EHDM, EVES, HOL, PVS, Penelope, SDVS, Spectool, temporal
logic, Z

31. In what applications and parts of the life-cycle have you used formal methods?

Industry: requirements modeling, design, and testing, conceptual study, detailed design, verification of
algorithms, implementation

Gov & Univ: software requirements, high level requirements, avionics software, missile systems, electronic
message systems, design, implementation, academic research projects

FM Developers: hardware designs, microcode, detailed design, algorithms, high-level HW design

32. Any additional comments?

Industry:

e ‘‘Vorkshops of this type where interested industries can attend and participate are
excellent opportunities for technology transfer. I would encourage NASA to continue
this type of interaction.’’

e "I would very much like to see a survey of (1) methods (2) languages & (3) tools
presenting PROs & CONs of each. As a novice wanting to enter the field, where do
I start?’’

e ‘‘Tools are very important to this effort. Paper and pencil will not spread to industry.’’

e ‘‘It would have been nice to actually solve some simple problems using a formal technique
rather than seeing lots of talks about proofs.’’

e ‘‘Suitable applications of FMs was not elaborated on. I still cannot say ‘where’
one should apply ‘what’ FM.'’ '

o ‘‘Need to separate HW FM’s from SW FM’s.’’

e ‘‘This is one of the only forums I have attended that has had equal representation
from the software and hardware community sharing roughly o§ua1 concerns and a common
interest in a technology of equal value and benefit to each community.’’

e ‘‘You are overcautious about overselling. ...*’
Gov & Univ:

e ‘‘Ve must find a way to better find errors in Reqm’ts’’
e '‘It is important for NASA to take a leadership position in Formal Methods for civilian
asrospace applications.’’

e ‘‘FM appears to be currently the most feasible means of adding rigor and consistency
to the software development process.’’

‘‘Keep holding this workshop!’’

‘I really wish copies of slides had been available at the conference. It would greatly
simplify notetaking.’’

FM Developers:

e ‘‘There is no ‘royal road’ to FM for industry.’’
e ‘‘FM is powerful for educating designers.’’
e ‘‘Formal methods are no panacea’’
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